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WITHIN AND FOR THE STATE OF OKLAHOMA RICK WARREN
COURT CLERK

CARMEN JOHNSON, on behalf of herself 110
and her minor children A.J. and H.J., AMY
KELLER. on behalf of herself and her minor Case No. CJ-2023-4763

children V.K. (1) and V.K. (2), SARA
LOVELESS, on behalf of her minor children Judge: Honorable Judge Brent Dishman
S.L. and N.L., and SARAH OSGOOD, on
behalf of herself and her minor child S.0., JURY TRIAL DEMANDED
together on behalf of themselves and all other
similarly situated individuals,

Plaintifts,
V.

PAYCOM PAYROLL, LLC,

Defendant.

SECOND AMENDED CLASS ACTION PETITION

Plaintiffs Carmen Johnson, on behalf of herself and her minor children A.J. and H.J.,
Amy Keller, on behalf of herself and her minor children V.K. (1) and V.K. (2), Sara
Loveless, on behalf of her minor children S.L. and N.L., and Sarah Osgood. on behalf of
herself and her minor child S.0., together on behalf of all other similarly situated individuals
(collectively, “Plaintiffs™), upon personal knowledge of facts pertaining to them and upon
information and belief as to all other matters, by and through their undersigned counsel,
hereby bring this Second Amended Class Action Petition against Defendant Paycom
Payroll, LLC (“Paycom” or “Defendant”), and allege as follows:

L INTRODUCTION

1. Plaintiffs bring this class action lawsuit against Paycom for its failure to



protect the personally identifiable information (“PII") of Plaintiffs and other individuals (the
“Class” or “Class Members™), including their first and last names, Social Security numbers,
dates of birth, passport information, and employment authorization card information.

2. As a result of Paycom’s failure to implement adequate data security and
privacy measures in its use of the MOVEit software, well-known ransomware cybergang,
Cl0p (“Clop”) easily accessed and stole the PII of Plaintiffs and the Class in a massive and
preventable data incident (the “Data Incident” or “Incident”). During the Data Incident, Clop
accessed and exfiltrated Plaintiffs’ PII. Now, Plaintiffs’ and the Class’s confidential PII is in
the hands of cybercriminals who have already posted it for sale on the dark web and have
begun to use it for nefarious purposes.

3. According to Paycom, it learned that Plaintiffs’ PII was accessed and stolen
by unauthorized cybercriminals between May 28, 2023, through June 2, 2023. Thus, for six
(6) days the unauthorized actors had unfettered access to Plaintiffs’ and the Class’s PIIL.

4, After the Incident, Defendant initiated an investigation and determined that
cybercriminals had “accessed and downloaded’ the sensitive PII of Plaintiffs and the Class
during the Data Incident.

5. Regrettably, Clop has already exploited the PII stolen in the Data Incident,
including Plaintiffs’ PII. Clop posted data obtained in the Incident on its dark web data leak

site, !

' See  https://www.resecurity.com/blog/article/cl0p-ups-the-ante-with-massive-moveit-
transfer-supply-chain-exploit.
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6. Further, Clop has not only stolen Plaintiffs’ and Class Members® PII, but it
has also conducted multiple private sales of Plaintiffs’ and Class Members' data on forums
since July of 2023. As a result, Plaintiffs” and Class Members® PII continues to be sold and

resold on the dark web.

7. None of this should have happened because the Data Incident was entirely
preventable.
8. Indeed, MOVEit users, such as Paycom, are each separately responsible for

deciding what kinds of files to transfer using MOVEit, and for configuring the application to
operate in a secure manner in their independent environments.

9. However, Paycom was negligent and utterly failed to configure the application
to operate in a secure manner in its independent environment.

10. On or around July 31, 2023, Paycom sent a letter titled “Notice of Progress’
MOVEit Incident” (“Notice Letter”) to those impacted by the Data Incident, informing them
that their PII was stolen in the Data Incident and was now at risk of misuse.

11. The PI1I compromised in the Data Incident included highly sensitive data that
represents a gold mine for data thieves. Armed with the PII accessed in the Data Incident,
data thieves can immediately commit a variety of sordid crimes including, e.g., opening new
financial accounts in Class Members' names, taking out loans in Class Members’ names,
using Class Members' names to obtain medical services, using Class Members® information
to obtain government benefits, filing fraudulent tax returns using Class Members’
information, obtaining driver’s licenses in Class Members' names but with another person’s
photograph, and giving false information to police during an arrest.
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12. Paycom willingly accepted the responsibility to adequately secure, safeguard,
protect, and maintain the PII of Plaintiffs and the Class.

13. There has been no assurance offered by Paycom that Paycom has adequately
enhanced its data security practices within its own environment since the Data Incident
sufficiently to avoid a similar data incident in the future.

14. Similarly, Paycom has not terminated its use of the MOVEit software.

15. Therefore, Plaintiffs and Class Members have already suffered and are at an
imminent, immediate, and continuing increased risk of continuing to suffer additional
ascertainable losses from identity theft and other fraudulent misuse of their PII, including
incurring out-of-pocket expenses to remedy or mitigate the effects of the Data Incident, and

have suffered lost value of their time to reasonably remedy or mitigate the effects of the Data

Incident.
16. The unauthorized access and theft of Plaintiffs’ and Class Members® PII was
a known risk to Defendant.

17. Specifically, Paycom knew or was negligent to not know that if it did not
individually implement appropriate security measures with its use of the MOVE:it software,
that a data incident would occur and Plaintiffs’ and the Class’s PII would be unlawfully
exposed and at risk.

18. Upon information and belief, Defendant failed to properly monitor its
networks and systems, failed to properly implement adequate data security practices,
procedures, infrastructure, and protocols, and failed to encrypt data. Had Defendant properly
monitored and secured its computerized digital environment, the Data Incident would not
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have happened and Plaintiffs’ and Class Members” PII would not be on the dark web.

19. Plaintiffs’ and Class Members’ identities are now at risk because of
Defendant’s negligent conduct as the PII that Defendant collected and maintained is now on
the dark web and is in the hands of data thieves and other unauthorized third parties. There is
no question that well-known cybergang, Clop, has stolen Plaintiffs’ and the Class’s PII and
is actively misusing such PIIL.

II. PARTIES

20. Plaintiff Carmen Johnson, on behalf of herself and her minor children A.J.
and H.J., is, and at all times mentioned herein was, an individual citizen of Tulsa, Oklahoma.
Plaintiff Carmen Johnson received a Notice Letter from Defendant advising her that her PII
and her minor children’s PII was stolen in the Data Incident.?

21. Plaintiff Amy Keller, on behalf of herself and her minor children V.K. (1) and
V.K. (2). is, and at all times mentioned herein was, an individual citizen of Edmond, Oklahoma.
Plaintiff Amy Keller received a Notice Letter from Defendant advising her that her PII and her
minor children’s PII was stolen in the Data Incident.?

22. Plaintiff Sara Loveless, on behalf of her minor children S.L. and N.L., is, and
at all times mentioned herein was, an individual citizen of Piedmont, Oklahoma. Plaintiff Sara
Loveless received a Notice Letter from Defendant advising her that her minor children’s PII
was stolen in the Data Incident.*

23. Plaintiff Sara Osgood, on behalf of herself and her minor child S.0Q., is, and

2 See Exhibit 1
3 See Exhibit 2
4 See Exhibit 3



at all times mentioned herein was, an individual citizen of Dayton, Ohio. Plaintiff Sara
Osgood, and S.0. both received a Notice Letter from Defendant advising them that their PII
was stolen in the Data Incident.’

24, Defendant Paycom Payroll, LLC is a Delaware limited liability company
registered in the State of Oklahoma with the Oklahoma Secretary of State. Paycom’s
corporate headquarters is located at 7501 W. Memorial Road, Oklahoma City, OK 73142.

Ill. JURISDICTION AND VENUE

25.  This action arises under the authority vested in this Court by virtue of 12 O.S.
§2004(F).

26.  Venue is proper in this Court under 12 O.S. § 134, because Paycom has its
principal place of business in Oklahoma County, Oklahoma, and the causes of action herein

arose in this county.

IV. FACTUAL ALLEGATIONS

A. Defendant’s Businesses and the Collection of Plaintiffs’ and Class Members’ PII.

27.  Paycom, established in 1998, is a human resources service provider whose
vision is to “automate and streamline the highly complex payroll process through a single HR
software,”®

28.  As a condition to employment and receipt of elective benefits from Paycom
or a customer of Paycom, Plaintiffs and Class Members were required to provide Paycom

with their PII.

5 See Exhibit 4
® https://www.paycom.com/about/.



29.  Paycom used the MOVEit application to store and/or transfer Plaintiffs’ and
the Class’s PIIL.

30.  Because of the highly sensitive and personal nature of the information Paycom
acquired and stored, Defendant promised to, among other things: keep Plaintiffs’ and the
Class’s PII private; comply with industry standards related to data security; only use and
release highly sensitive information stored for reasons that relate to the services they provide;
and provide adequate notice to individuals if their PII is disclosed without authorization.

31. By obtaining, collecting, using, and deriving a benefit from Plaintiffs’ and
Class Members’ PII, Defendant assumed legal and equitable duties and knew or should have
known that they each were individually responsible for protecting Plaintiffs’ and Class
Members’ PII to ensure it was not subject to unauthorized disclosure and exfiltration.

32.  Plaintiffs and Class Members relied on Defendant to keep their PII
confidential and securely maintained and to only make authorized disclosures of this
information, which Defendant ultimately failed to do.

B. The Data Incident and Defendant’s Inadequate Notice to Plaintiffs and Class Members

33.  Onoraround June 1, 2023, Paycom learned that that the file transfer application
it used, and failed to adequately secure, MOVEit, was infiltrated by notorious cybercriminal
gang, Clop, in a massive and preventable data incident. The Data Incident is confirmed by

looking at Clop's own dark net website:

[IMAGE ON NEXT PAGE]
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34. As a result of the Data Incident, Clop had access to Plaintiffs’ and Class
Members’ PII from May 28, 2023, through June 2, 2023.

35. Despite the Data Incident occurring in May of 2023, Plaintiffs and Class
Members did not begin receiving Notice Letters until more than two (2) months later.

36. Defendant has not provided an adequate explanation as to why it did not
timely advise Plaintiffs and the Class of the Incident.

37. After receiving the notice letter, it is reasonable for recipients, including
Plaintiffs and Class Members, to believe that the risk of future harm (including identity theft
and fraud) is substantial and imminent. This is especially true considering multiple Plaintiffs
PII has already been misused and found on the dark web.

38. Paycom explicitly recognized the concrete and substantial risks of harm
Plaintiffs and the Class now face. The Notice Letters disseminated by Paycom specifically

advise Plaintiffs and the Class to “remain vigilant against incidents of identity theft and fraud



by monitoring your financial account statements and reviewing your credit reports for
suspicious activity.””

39. In further recognition of the risk of harm Plaintiffs and the Class now face,
Paycom made an offering of 24 months of free credit monitoring services. There would be
no need for such an offering if Plaintiffs and the Class were not at an imminent risk of future
identity theft and harm. Nevertheless, this offer is wholly inadequate considering Plaintiffs
and the Class will be at risk of identity theft and fraud for the rest of their lives.

40, Upon information and belief, the cybercriminals gained access to the PII of
Plaintiffs and the Class with the intent of misusing their PII, including marketing and selling
Plaintiffs” and Class Members® PII on the dark web. In fact, multiple Plaintiffs have already
experienced specific instances of actual misuse of their PII.

41. Further, Clop has claimed responsibility for publishing 360 GB of Plaintiffs’
and Class Members® PII stolen from the Data Incident to its torrent site on August 17, 2023.
Upon information and belief, the PII of Plaintiffs and Class Members remains available on
Clop’s torrent site. On ransomlook.io, Clop confirms the publishing of the data on its torrent
site:

[IMAGES ON NEXT PAGE]

"https://apps.web.maine.gov/online/aeviewer/ME/40/0a6431al-1278-41df-85d6-
73ed0fc0dd8c/96030dal-c584-4394-98aa-e674790dd426/document.html
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INFIMIGATE. CH (INFINBGATE CO. LM SOME SECRET INFORMATION FILES PUBLISHED
QUARK COM SOME SECRET INFORMATION FILES PUBLISHED
ACLARA COM SOME SECRET INFORMATION FILES PUBLIEHED
VIRGINPULSE COM SOME SECRET INFORMATION FILES PUBLISHED
CCED COM.OM SOME SECRET IMFORMATION FILES PUBLISHED
SAUL ORG UM SOME SECRET IMFORMATION FILES PUBLISHED
KALEPW.COM SOME SECRET INFORMATION FILES PUBLISHED
MACOHM COM SOME SECRET INFORMATION FILES PUBLISHED

UPDATES
TEEEE, COM FULL FILES PUBLISHED VIA TORRENT
PAYCOR COM PULL FILES PUBLISHED VIA TORRENT
KLCATES COM FLAL FILES PURLISHED V1A TORRENT
CARESOURCE COM FULL FILES PUBLISHED VIA TORBENT

42, In addition, Plaintiffs’ and Class Members’ PII has specifically been identified

as being sold and re-sold in private sales on dark web forums since July of 2023. For example,
the Telegram forums and groups “Loaders and Carders(w SSN)” and the group Mad Hackers
(handle represented as “MAD-HACKERS") listed the following by threat actor Cyb3r

H3xagon and threat actor, “Only The", reposted by Steve Brandon (fake name):

10



43. Therefore, it is clear that the PII stolen in the Data Incident is not only at an

increased risk of future misuse but is actively being sold to nefarious actors across the dark
web.

44, Despite the severity of the Data Incident, Defendant has done very little to
protect Plaintiffs and the Class. For example, and as previously stated, Defendant only
provided 24 months of identity theft and credit monitoring protection to victims of the Data
Incident. This complimentary service is a token gesture that does little if anything to remedy
the harm Defendant’s misconduct caused. This does not and will not fully protect Plaintiffs
and the Class from cybercriminals and is largely ineffective against protecting data after it
has been stolen. Cybercriminals are fully aware of the well-publicized preventative measures
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taken by entities after data incidents. Therefore, cybercriminals oftentimes hold onto the
stolen data and will not use it until after the complimentary service is no longer active and
victim concerns and preventative steps have diminished. Moreover, these services do not
prevent fraud, but only alert the individual of the fraud once the fraud has already occurred.

45. In effect, Defendant is shirking its responsibility for the harm and increased
risk of harm it has caused Plaintiffs and members of the Class, including the distress and
financial burdens the Data Incident has placed on Data Incident victims.

46. The Notice Letter fails to provide the consolation Plaintiffs and Class
Members seek and certainly falls far short of eliminating the substantial risk of fraud and
identity theft Plaintiffs and the Class now face and continue to experience. Paycom never
once states it will remedy its negligent data retention/deletion policies, practices, procedures,
and protocols.

47. As aresult of Paycom’s negligence in retaining Plaintiffs’ and the Class’s data
far past the point of reasonable necessity, Plaintiffs’ and Class Members’ information has
been misused and has been found on the dark web.

48. Further, “[Clop] also threatened that the exfiltrated data will be posted on the
clear web which will enable all the users to see the exposed data without using specialized
tools that are required for dark web surfing.”®

49, There is no question Plaintiffs’ and the Class’s PII was stolen in the Data

Incident as it has already been misused and has been found on the dark web involved in

¥ See https:/ithecyberexpress.com/clop-leaks-victim-data-moveit-hack-clear-web/: see also
https://www.resecurity.com/blog/article/cl0p-ups-the-ante-with-massive-moveit-transfer-
supply-chain-exploit.
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multiple private sales.

50. Defendant had obligations created by contract, industry standards, common
law, and representations made to Plaintiffs and Class Members to keep Plaintiffs’ and Class
Members’ PII confidential and to protect it from unauthorized access and disclosure.

51. Plaintiffs and Class Members provided their PII to Paycom with the reasonable
expectation and mutual understanding that Paycom would comply with its obligations to keep
such Information confidential and secure from unauthorized access and to provide timely
notice of any security breaches.

52, Plaintiffs and the Class also provided their PII to Paycom with the reasonable
expectation and mutual understanding that Paycom would take appropriate measures to
ensure the applications it used, such as MOVEit, were secure.

53. Defendant’s data security obligations were particularly important given the
substantial increase in cyberattacks in recent years, including recent similar attacks against
secure file transfer companies like Accellion and Fortra carried out by the same Russian
cybergang, Clop.*

54. Thus, Defendant knew or should have known that their electronic records
would be targeted by cybercriminals,

C. Paycom has Independent Responsibility for the Data Incident and Could Have
Prevented the Data Incident.

55.  Paycom was independently responsible for securing its installation of the

? See https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-
linked-to-clop-ransomware-gang/; see also
https://www.bleepingcomputer.com/news/security/fortra-shares-findings-on-goanywhere-
mft-zero-day-attacks/.
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MOVEit transfer software and could have prevented the Data Incident if it had taken this
responsibility seriously.

56.  Paycom has a network infrastructure specific to its organization and had the
sole responsibility of designing and developing its security network.

57. It is up to Paycom to employ software and practices to control and monitor
access to its data and systems.

58.  Paycom was separately responsible for deciding what kinds of files to transfer
using MOVEit and configuring the product to operate in a secure manner in its environments.

59.  Insum, Paycom had the sole responsibility to determine:

a) How to protect and configure the environments in which
MOVEit was operating;

b) What kind of data was transferred and stored via MOVEit;
¢) Whether and how to encrypt that data; and

d) Whether to monitor or respond to early indicators that hackers
were taking steps to access and exfiltrate that data.

60. The creator of MOVEit (Progress Software Corporation (“PSC™))
acknowledges this and publishes detailed recommendations for users, such as Paycom,
regarding the configuration of the MOVEit software:

Updates, settings, accounts, and policies should be reviewed on
a regular cadence to ensure the configuration is meeting current
compliance frameworks and to review for unexpected activity or
behavior that needs to be addressed. It is recommended that
MOVEIit administrators perform a regular security audit with
their corporate security and compliance teams. Many teams
perform this monthly or quarterly. This document is intended to
provide MOVEit administrators with a starting point to create
their own security checklist that can be used for regular reviews.
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The list is not exhaustive and not all recommendations will apply
to all MOVEit installations.'”

61. PSC gives a detailed installation and configuration manual so that MOVEit
users are in control of the security features offered in the software. Paycom disregarded these
directives and failed to employ any security features in the software.

62.  PSC also provides an administrator guide and a security best practices guide to
aid in configuring and securing the MOVEit Transfer application. However, Paycom
disregarded these directives.

63. MOVEIit is also dependent on other software such as Windows Server,
Microsoft SQL Server (MSSQL) or MySQL, and IIS, which Paycom failed to secure.

64.  Additionally, other software and hardware solutions are involved such as
routers, firewalls, and mail servers which could have provided access to the MOVEit server
to those who should not have it like Clop. Those other software solutions and systems are not
produced or maintained by PSC and are not the responsibility of PSC to secure. It is the
responsibility of Paycom.

65.  The data is hosted, maintained, and secured by Paycom, not PSC.

66.  Paycom was responsible for securing its installation of the MOVEit Transfer
software and designing and securing the network infrastructure. However, Paycom
negligently failed to do so.

67.  This is evidenced by the fact that not all MOVEit users were impacted.

68.  Indeed, some MOVE:it users had appropriate monitoring and other security

'% https://community.progress.com/s/article/MOVEit-Security-Best-Practices-Guide.
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measures in place and, as a result, were able to detect and thwart efforts to exploit the MOVEit
vulnerability on their systems.

69.  For instance, on May 27, 2023, Akamai, a managed detection and response
service that corporations can hire to monitor their data systems, detected the attack and
prevented it. “Akamai researchers detected exploitation attempts against one of Akamai’s
financial customers — an attack that was blocked by the Akamai Adaptive Security
Engine.”!!

70.  For this particular vulnerability with the MOVEit application, Paycom
exercising some basic security practices would have mitigated the vulnerability, to gain
access, which would have prevented the Incident.

71.  Clop used the ATT&CK Techniques for Enterprise.

72, Clop simply exploited a weakness in MOVEit to write a file to the web server
which was a Remote Access Tool.

73.  Security measures to prevent unauthenticated users from Russian [P addresses
accessing the server would have stopped the Incident in its tracks. However, Paycom did not
have these security measures in place.

74. A deny all default approach to security would have prevented the Incident.
However, Paycom did not have this in place.

75.  Any one of the following security measures, if employed by Paycom, could
have stopped the Data Incident from occurring:

a) Denying write access to all but local account used for writing

' See https://www.akamai.com/blog/security-research/moveit-sqli-zero-day-exploit-clop-
ransomware.
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to the web directory. There is no reason to grant unauthenticated
user access and all user access to a file or directory that does not
need write access. Additionally, there are solutions with MOVEit
and third-party solutions to provide an email or SMS notification
in the event files are accessed, created, or modified.
b) A firewall dropping all packets originating from IP addresses
outside of the organization. By dropping all packets from
foreign IP addresses, this would have prevented Clop the ability
to connect to perform the SQL injection.
¢) Placing the server in a DMZ. This would have prevented Clop
from delivering the TrueBot malware stopping the Data Incident.
Publicly facing web servers can provide an attacker access inside
the organization where they can traverse systems on the inside of
any perimeter firewalls. A DMZ would help mitigate that
vulnerability.
76.  Unfortunately for Plaintiffs and the Class, Paycom negligently failed to
implement any of the above measures prior to the Data Incident.
D. Paycom Failed to Comply with FTC Guidelines
77. The Federal Trade Commission (“FTC™) has promulgated numerous guides
for businesses which highlight the importance of implementing reasonable data security
practices. According to the FTC, the need for data security should be factored into all business
decision making. Indeed, the FTC has concluded that a company’s failure to maintain
reasonable and appropriate data security for consumers’ sensitive personal information is an
“unfair practice” in violation of Section 5 of the Federal Trade Commission Act (“FTCA"),
15 U.S.C. § 45. See, e.g., FTC v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).
78. In October 2016, the FTC updated its publication, Protecting Personal
Information: A Guide for Business, which established cybersecurity guidelines for businesses.

The guidelines note that businesses should protect the personal information that they keep,
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properly dispose of personal information that is no longer needed, encrypt information stored
on computer networks, understand their network’s vulnerabilities, and implement policies to
correct any security problems. The guidelines also recommend that businesses use an
intrusion detection system to expose a breach as soon as it occurs, monitor all incoming traffic
for activity indicating someone is attempting to hack into the system, watch for large amounts
of data being transmitted from the system, and have a response plan ready in the event of a
breach.

79. The FTC further recommends that companies not maintain PII longer than is
needed for authorization of a transaction, limit access to sensitive data, require complex
passwords to be used on networks, use industry-tested methods for security, monitor the
network for suspicious activity, and verify that third-party service providers have

implemented reasonable security measures.

80. The FTC has brought enforcement actions against businesses for failing to
adequately and reasonably protect customer data by treating the failure to employ reasonable
and appropriate measures to protect against unauthorized access to confidential consumer
data as an unfair act or practice prohibited by the FTCA. Orders resulting from these actions
further clarify the measures businesses must take to meet their data security obligations.

81. As evidenced by the Data Incident, Paycom negligently failed to properly
implement basic data security practices. Defendant’s failure to employ reasonable and
appropriate measures to protect against unauthorized access to Plaintiffs’ and Class Members’
PII constitutes an unfair act or practice prohibited by Section 5 of the FTCA.

82. Defendant was at all times fully aware of its obligations to protect the PII of
18



Plaintiffs and Class Members yet failed to comply with such obligations. Defendant was also
aware of the significant repercussions that would result from its failure to do so.

83. Further, Defendant knew, or should have known, that Plaintiffs and the Class
were relying on it to protect their PII that Defendant required from each of them.

84. Some industry best practices that should be implemented by businesses like
Defendant include but are not limited to educating all employees, strong password
requirements, multilayer security including firewalls, anti-virus and anti-malware software,
encryption, multi-factor authentication, backing up data, and limiting which employees can
access sensitive data. As evidenced by the Data Incident, Paycom failed to follow some or all
these industry best practices.

85. Other best cybersecurity practices that are standard in the industry
include: installing appropriate malware detection software; monitoring and limiting
network ports; protecting web browsers and email management systems; setting up network
systems such as firewalls, switches, and routers; monitoring and protecting physical security
systems; and training staff and customers regarding these points. As evidenced by the Data
Incident, Paycom failed to follow these cybersecurity best practices.

86. Paycom failed to meet the minimum standards of any of the following
frameworks: the NIST Cybersecurity Framework Version 1.1 (including without limitation
PR.AC-1, PR.AC-3, PR.AC-4, PR.AC-5, PR.AC-6, PR.AC-7, PR.AT-1, PR.DS-1, PR.DS-
5, PR.PT-1, PR.PT-3, DE.CM-1, DE.CM-4, DE.CM-7, DE.CM-8, and RS.CO-2), and the
Center for Internet Security’s Critical Security Controls (CIS CSC), which are all established
standards in reasonable cybersecurity readiness.

19



87. Paycom failed to comply with these accepted standards, thereby permitting
the Data Incident to occur.

E. Paycom Breached its Duties to Safeguard Plaintiffs’ and Class Members’ PII.

88. In addition to their obligations under federal and state laws, Paycom owed a
dutj,' to Plaintiffs and Class Members to exercise reasonable care in obtaining, transferring,
storing, retaining, securing, safeguarding, deleting, and protecting the PII in its possession
from being compromised, lost, stolen, accessed, and misused by unauthorized persons.

89. Paycom owed a duty to Plaintiffs and Class Members to provide reasonable
data security, including complying with industry standards and requirements, training for its
staff, and ensuring that its computer systems, software, networks, and protocols adequately
protected the PII of Class Members.

90. Defendant breached its duties and obligations owed to Plaintiffs and Class
Members and/or was otherwise negligent and reckless because it failed to properly maintain
and safeguard Plaintiffs’ and the Class’s PII. Defendant’s unlawful conduct includes, but
is not limited to, the following acts and/or omissions:

a. failing to maintain an adequate data security system that would reduce the risk
of data breaches and cyberattacks;
b. failing to configure the MOVE:it application to operate in a secure manner in
its independent environment;
c. failing to adequately protect customers’ PII;
d. failing to properly monitor its own data security systems for existing intrusions;
e. failing to properly oversee and monitor the MOVEit software;
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f. failing to sufficiently train its employees regarding the proper handling of
its customers’ files containing the PII;

g. failing to fully comply with FTC guidelines for cybersecurity in violation of
the FTCA;

h. failing to adhere to industry standards for cybersecurity as discussed above; and

i. otherwise breaching duties and obligations to protect Plaintiffs’ and Class
Members® PII.

9l1. Paycom negligently and unlawfully failed to implement adequate data security
and privacy measures in its use of the MOVEit software.

92. Had Paycom remedied the deficiencies in its information storage and security
systems, followed industry guidelines, and adopted security measures recommended by
experts in the field, it could have prevented intrusion into its information storage and security
systems through the MOVEit software, and ultimately, the theft of Plaintiffs’ and Class
Members® confidential PII.

93. Accordingly, Plaintiffs’ and Class Members’ lives were severely disrupted.
What’s more, they have been harmed because of the Data Incident and now face instances
of identity thefl, fraud, and are the victims of having their PII continuously sold across the
dark web. Plaintiffs and Class Members also lost the benefit of the bargain they made with
Defendant.

F. Defendant Should Have Known that Cybercriminals Target PII to Carry Out Fraud and
Identity Theft

04, The FTC hosted a workshop to discuss “informational injuries,” which are
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injuries that consumers like Plaintiffs and Class Members suffer from privacy and security
incidents such as data breaches or unauthorized disclosure of data.'?

95. Exposure of highly sensitive personal information that a consumer wants to
keep private may cause harm to the consumer, such as the ability to obtain or keep
employment.

96. A victim of a data breach is exposed to serious ramifications regardless of the
nature of the data that was breached. Indeed, the reason why criminals steal information is to
monetize it. They do this by selling the spoils of their cyberattacks on the black market (i.e.,
dark net or dark web) to identity thieves who can then extort and harass victims or to take over
victims’ identities to engage in illegal financial transactions under the victims’ names.

97. Indeed, Plaintiffs’ PII has already been found and sold on the dark web, and
multiple Plaintiffs have experienced instances of actual misuse of their PII in the form of
identity theft and fraud.

98. Because a person’s identity is akin to a puzzle, the more accurate pieces of
data an identity thief obtains about a person, the easier it is for the thief to take on the victim’s
identity or to otherwise harass or track the victim. For example, armed with just a name and
date of birth, a data thief can utilize a hacking technique referred to as “social engineering”

to obtain even more information about a victim’s identity, such as a person’s login

"2 FTC Information Injury Workshop, BE and BCP Staff Perspective, Federal Trade
Commission, (October 2018), available at
https://www.ftc.gov/system/files/documents/reports/ftc-informational-injury-workshop-be-
bep-staff- perspective/informational_injury_workshop_staff report - oct 2018 0.pdf.
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credentials or Social Security number. Social engineering is a form of hacking whereby a
data thief uses previously acquired information to manipulate individuals into disclosing
additional confidential or personal information through means such as spam phone calls, text
messages, or phishing emails.

99, In fact, as technology advances, computer programs may scan the Internet
with a wider scope to create a mosaic of information that may be used to link compromised
information to an individual in ways that were not previously possible. This is known as the
“mosaic effect.” Names and dates of birth, combined with contact information like telephone
numbers and email addresses, are very valuable to hackers and identity thieves as it allows
them to access users’ other accounts.

100.  Thus, even if certain information was not purportedly involved in the Data
Incident, the unauthorized parties could use Plaintiffs’ and Class Members® PII to access
accounts, including, but not limited to, email accounts and financial accounts, to engage in a
wide variety of fraudulent activity against Plaintiffs and Class Members.

101.  For these reasons, the FTC recommends that identity theft victims take several
time-consuming steps to protect their personal and financial information after a data breach,
including contacting one of the credit bureaus to place a fraud alert on their account (and an
extended fraud alert that lasts for 7 years if someone steals the victim’s identity), reviewing
their credit reports, contacting companies to remove fraudulent charges from their accounts,

placing a freeze on their credit, and correcting their credit reports.'* However, these steps do

13 See  IdentityTheft.gov,  Federal Trade Commission, available at
https://www.identitytheft.gov/Steps.
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not guarantee protection from identity theft but can only mitigate identity theft’s long-lasting
negative impacts.

102, Identity thieves can also use stolen personal information such as Social
Security numbers for a variety of crimes, including credit card fraud, phone or utilities fraud,
bank fraud, to obtain a driver’s license or official identification card in the victim’s name but
with the thief’s picture, to obtain government benefits, or to file a fraudulent tax return using
the victim’s information. In addition, identity thieves may obtain a job using the victim’s
Social Security number, rent a house in the victim’s name, receive medical services in the
victim’s name, and even give the victim's personal information to police during an arrest
resulting in an arrest warrant being issued in the victim’s name.

103.  PII can be used to detect a specific individual. PII is a valuable property right.
Its value is axiomatic, considering the value of big data in corporate America and the
consequences of cyber thefts (which include heavy prison sentences). Even this obvious risk-
to-reward analysis illustrates beyond a doubt that PII has considerable market value.

104, The U.S. Attorney General stated in 2020 that consumers” sensitive personal
information commonly stolen in data breaches “has economic value.”'* The increase in
cyberattacks, and attendant risk of future attacks, was widely known and completely

foreseeable to the public and to anyone in Defendant’s industry, including Defendant.

1 See Attorney General William P. Barr Announces Indictment of Four Members of China's
Military for Hacking into Equifax, U.S. Dep't of Justice, Feb. 10, 2020, available at
https://www justice.gov/opa/speech/attorney-general-william-p-barr  announces-indictment-
fourmembers-china-s-military.
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105.  The PII of consumers remains of high value to criminals, as evidenced by the
prices they will pay through the dark web. Numerous sources cite dark web pricing for stolen
identity credentials. For example, PII can be sold at a price ranging from $40 to $200, and
bank details have a price range of $50 to $200."* Experian reports that a stolen credit or debit
card number can sell for $5 to $110 on the dark web and that the “fullz” (a term criminals
who steal credit card information use to refer to a complete set of information on a fraud
victim) sold for $30 in 2017.'¢

106.  Furthermore, even information such as names, email addresses and phone
numbers, can have value to a hacker. Beyond things like spamming customers, or launching
phishing attacks using their names and emails, hackers can combine this information with
other hacked data to build a more complete picture of an individual. It is often this type of
piecing together of a puzzle that allows hackers to successfully carry out phishing attacks or
social engineering attacks. This is reflected in recent reports, which warn that “[e]mail
addresses are extremely valuable to threat actors who use them as part of their threat

campaigns to compromise accounts and send phishing emails.”'”

107.  The Dark Web Price Index of 2022, published by PrivacyAffairs'® shows how

valuable just email addresses alone can be, even when not associated with a financial account:

' Your personal data is for sale on the dark web. Here's how much it costs, Digital Trends,
Oct. 16, 2019, available at: https://www.digitaltrends.com/computing/personal-data-sold-on-
the-dark-web-how-much-it-costs/.

'¢ Here'’s How Much Your Personal Information Is Selling for on the Dark Web, Experian,
Dec. 6, 2017, available at: https://www.experian.com/blogs/ask-experian/heres-how-much-
your-personal-information-is-selling-for-on-the- dark-web/.

17 See https://www.magicspam.com/blog/dark-web-price-index-the-cost-of-email-data/.

'8 See https://www.privacyaffairs.com/dark-web-price-index-2022/.
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Email Database Dumps Avg. Price USD (2022)

10,000,000 USA email addresses 5120
600,000 Mew Zealand email addresses s10
2,400,000 million Canada email addresses 5100

108. Beyond using email addresses for hacking, the sale of a batch of illegally
obtained email addresses can lead to increased spam emails. If an email address is swamped
with spam, that address may become cumbersome or impossible to use, making it less
valuable to its owner.

109.  Likewise, the value of PII is increasingly evident in our digital economy.
Many companies collect PII for purposes of data analytics and marketing. These companies,
collect it to better target customers, and share it with third parties for similar purposes.'®

110.  One author has noted: “Due, in part, to the use of PII in marketing decisions,
commentators are conceptualizing PII as a commodity. Individual data points have concrete
value, which can be traded on what is becoming a burgeoning market for PIL."

111.  Consumers also recognize the value of their personal information and offer it
in exchange for goods and services. The value of PII can be derived not only by a price at
which consumers or hackers actually seek to sell it, but rather by the economic benefit

consumers derive from being able to use it and control the use of it.

112, A consumer’s ability to use their PII is encumbered when their identity or

19 See https://robinhood.com/us/en/support/articles/privacy-policy/.

20 See John T. Soma, Corporate Privacy Trend: The “Value” of Personally Identifiable
Information (‘PII') Equals the “Value” of Financial Assets, 15 Rich. J. L. & Tech. 11, 14
(2009).
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credit profile is infected by misuse or fraud. For example, a consumer with false or conflicting
information on their credit report may be denied credit. Also, a consumer may be unable to
open an electronic account where their email address is already associated with another user.
In this sense, among others, the theft of PII in the Data Incident led to a diminution in value
of the PII.

113.  Data incidents, like at issue here, damage consumers by interfering with their
fiscal autonomy. Any past and potential future misuse of Plaintiffs” PII impairs their ability

to participate in the economic marketplace.

114, A study by the Identity Theft Resource Center?' shows the multitude of harms

caused by fraudulent use of PII:

Americans' expenses/disruptions as a result of

criminal activity in their name [2016)
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| hod to bomow monsy = Ty | B0.T%
Hod to use my savings to poy for expenses =~~~ T aa%
Couldn't quolify for o homefoan - . 22w
I lost my home/ploce of residenca - 1 1
| couldn't care for my fomily i o Taaem
Hod to rely on fomily/friends for ossistonce ™~~~ ) | ae2%
Lost out on on emplogment opportunity 0 || ea3%
Lost time owoy from school ) BI%
Missad time owoy from work ) ’ £ ' S5T%
Was genarally Incomvenionced g e 1. s st e
Other T T e
Hone of these  aa%
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21 Steele, Jason, Credit Card and ID Theft Statistics, CreditCards.com (October 23, 2017),
https://www.creditcards.com/credit-card-news/credit-card-security-id-thefi-fraud-statistics-
1276/ (image no longer available).
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115. It must also be noted that there may be a substantial time lag between when
harm occurs and when it is discovered, and also between when PII and/or personal financial
information is stolen and when it is used. According to the U.S. Government Accountability

Office, which conducted a study regarding data breaches: 2

{L]aw enforcement officials told us that in some cases, stolen
data may be held for up to a year or more before being used to
commit identity theft. Further, once stolen data have been sold
or posted on the Web, fraudulent use of that information may
continue for years. As a result, studies that attempt to measure
the harm resulting from data breaches cannot necessarily rule
out all future harm.

116.  PII is such a valuable commodity to identity thieves that once the information
has been compromised, criminals often trade the information on the “cyber black market™ for
years.

117.  As aresult, Plaintiffs and Class Members are at an increased risk of fraud and
identity theft for many years into the future. Thus, Plaintiffs and Class Members have no
choice but to vigilantly monitor their accounts for many years to come.

G. Plaintiffs’ Individual Experiences

Plaintiff Carmen Johnson on Behalf of Herself and her Minor Children A.J. and H.J.

118.  Plaintiff Carmen Johnson provided her PII, and the PII of her minor children,

A.J. and H.J., including names, Social Security numbers, dates of birth, passport information,

22 Data Breaches Are Frequent, but Evidence of Resulting Identity Theft Is Limited: However,
the  Full Extent Is Unknown, GAO  (June 2007), available at
https://www.gao.gov/assets/270/262904.html.
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and employment authorization card information to Defendant in connection with her
husband’s employment with Defendant.

119. On or around July 31, 2023, Plaintiff Carmen Johnson received Notice Letters
from Paycom notifying her that her PII, and the PII of her minor children, including names,
Social Security numbers, dates of birth, passport information, and employment authorization
card information were compromised as a result of the Data Incident.

120. As adirect and traceable result of the Data Incident, Carmen Johnson has spent
countless hours researching the Data Incident, reviewing and monitoring her accounts for
fraudulent activity, and reviewing credit reports for fraudulent activity. However, this is not
the end. Plaintiff Carmen Johnson and the Class will now be forced to expend additional time
to review their credit reports and monitor their accounts for the rest of their lives. This is time
spent at Defendant’s direction, which has been lost forever and cannot be recaptured.

121. Plaintiff Carmen Johnson places significant value in the security of her PII and
the PII of her minor children. Plaintiff Carmen Johnson entrusted her personal PII and the PII
of her minor children to Defendant with the understanding that Defendant would keep their
information secure, and that Defendant would employ reasonable and adequate security
measures to ensure that their PII would not be compromised.

122. As a direct and traceable result of the Data Incident, Plaintiff Carmen Johnson
and her minor children A.J. and H.J. suffered actual damages such as: (i) theft of their PII;
(ii) lost time related to monitoring their accounts for fraudulent activity; (iii) loss of privacy
due to their PII being exfiltrated by cybercriminals; (iv) loss of the benefit of the bargain
because Defendant did not adequately protect their PII; (v) severe emotional distress because
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identity thieves now possess their PII; (vi) exposure to an increased and imminent risk of
fraud and identity theft now that their PII has been stolen; (vii) loss in value of their PII due
to their PII being in the hands of cybercriminals who can use it at their leisure; and (viii) other
economic and non-economic harm.

123. As a direct and traceable result of the Data Incident, Plaintiff Carmen Johnson
and her minor children A.J. and H.J. have been and will continue to be at a heightened and
substantial risk of future identity theft and its attendant damages for years to come. Such a
risk is certainly real and impending, and is not speculative, given the highly sensitive nature
of the PII compromised by the Data Incident.

124. Paycom acknowledged the increased risk of future harm Plaintiffs and the Class
now face by paying for credit monitoring services to Plaintiffs and the Class. Such an offer
is woefully inadequate as it will not prevent identity theft and fraud but will only alert
Plaintiffs once it has already occurred. Paycom’s measly two (2) year offering of monitoring
services completely ignores the fact that Plaintiffs and the Class will be at a significant and
imminent risk of future harm for the rest of their lives.

125. Knowing that thieves intentionally targeted and stole their PII, including their
Social Security numbers, and knowing that Clop has already released data obtained in the
Incident for sale on the dark web, Plaintiff Carmen Johnson and her minor children A.J. and
H.J have great anxiety beyond mere worry. Specifically, Plaintiff Carmen Johnson has lost
hours of sleep, is in a constant state of stress, is very frustrated, and is in a state of persistent
worry now that her PII and the PII of her minor children has been compromised as a result of
the Data Incident.
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126. Plaintiff Carmen Johnson has a continuing interest in ensuring that her PII, and
the PII of A.J. and H.J., which, upon information and belief, remains in the possession of
Defendant, is protected, and safeguarded from future data incidents.

127. As a direct and traceable result of the Data Incident, Plaintiff Carmen Johnson
and her minor children A.J. and H.J. will continue to be at heightened risk for financial fraud,
identity theft, other forms of fraud, and the attendant damages, for years to come and will
have to pay an identity monitoring company for the rest of their life to protect their PIL.
Plaintiff Amy Keller on Behalf of Herself and Her Minor Children V.K. (1) and V.K. (2)

128.  Plaintiff Amy Keller, on behalf of herself and her minor children V.K. (1) and
V.K. (2), provided their PII, including their names, Social Security numbers, dates of birth,
passport information, and employment authorization card information to Defendant in
connection with her husband’s employment with Defendant.

129. On or around July 31, 2023, Plaintiff Keller began receiving Notice Letters
from Paycom on behalf of herself and her minor children notifying her that their names,
Social Security numbers, dates of birth, passport information, and employment authorization
card information were compromised in the Data Incident.

130. The PII Paycom failed to protect and that was subsequently compromised by
cybercriminals has already been misused for nefarious purposes following the Data Incident.

131. Specifically, after the Data Incident , on October 4, 2023, Plaintiff Keller
received a CreditWise alert that her Social Security number was compromised and found on
the dark web. Further, on October 5, 2023, Plaintiff Keller’s husband, a former employee of
Paycom, received a CreditWise alert that his Social Security number was also compromised
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and found on the dark web. Upon information and belief, Plaintiff Keller's husband’s PII was
also compromised in the Data Incident and is now on the dark web.

132.  Plaintiff Keller reasonably believes the misuse she has experienced following
the Data Incident is a direct result of her PII being stolen in the Data Incident. Specifically,
because the PII that was stolen (Social Security numbers) is the same type of PII found on
the dark web, and considering Clop has already confirmed the publishing of PII on the dark
web in connection with the Data Incident, the publishing of Plaintiff Keller’s PII is fairly
traceable to the Data Incident. It is particularly troublesome to Plaintiff Keller that Paycom
retained her and her minor children’s PII long after her husband terminated his employment
relationship with Paycom.

133.  As adirect and traceable result of the Data Incident and considering her PII has
been found on the dark web, Plaintiff Keller has spent countless hours researching the Data
Incident, reviewing and monitoring her accounts for fraudulent activity, and reviewing credit
reports for fraudulent activity. However, this is not the end. Plaintiffs and the Class will now
be forced to expend additional time to review their credit reports and monitor their accounts
for the rest of their lives. This is time spent at Defendant’s direction, which has been lost
forever and cannot be recaptured.

134, As a result of the Data Incident, Plaintiff Keller has also received numerous
phishing emails and text messages since the Data Incident occurred, requiring her to spend
additional time verifying the legitimacy of such messages. Specifically, Plaintiff Keller has
received subscription renewal notifications from unknown websites, emails purporting to be
geek squad support, and a substantial increase in unsolicited advertisements.
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135. Plaintiff Keller places significant value in the security of the PII of her and her
children. Plaintiff Keller entrusted her PII and the PII of her minor children to Defendant with
the understanding that Defendant would keep their information secure, and that Defendant
would employ reasonable and adequate security measures to ensure that their PII would not
be compromised.

136. As a direct and traceable result of the Data Incident, Plaintiff Keller and her
minor children, V.K. (1) and V.K. (2), suffered actual damages such as: (i) theft of their PII;
(ii) Plaintiff Keller’s PII being disseminated on the dark web; (iii) lost time related to
monitoring their accounts for fraudulent activity; (iv) loss of privacy due to their PII being
exfiltrated by cybercriminals and published on the dark web; (v) loss of the benefit of the
bargain because Defendant did not adequately protect their PII; (vi) severe emotional distress
because identity thieves now possess their PIL; (vii) exposure to an increased and imminent
risk of fraud and identity theft now that their PII has been stolen; (viii) loss in value of their
PII due to their PII being in the hands of cybercriminals who can use it at their leisure; and
(ix) other economic and non-economic harm.

137. As a direct and traceable result of the Data Incident, Plaintiff Keller and her
minor children, V.K. (1) and V.K. (2), have been and will continue to be at a heightened and
substantial risk of future identity theft and its attendant damages for years to come. Such a
risk is certainly real and impending, and is not speculative, especially given the highly
sensitive nature of the PII compromised by the Data Incident and the presence of Plaintiff
Keller’s PII on the dark web.

138. Knowing that thieves intentionally targeted and stole their PII, including Social
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Security numbers, and knowing that Plaintiff Keller’s PII is on the dark web has caused
Plaintiff Keller great anxiety beyond mere worry. Specifically, Plaintiff Keller has lost hours
of sleep, is in a constant state of stress for her minor children’s PII, is very frustrated, and is
in a state of persistent worry now that her PII has been located on the dark web.

139. Plaintiff Keller and her minor children, V.K. (1) and V.K. (2), have a continuing
interest in ensuring that their PII which, upon information and belief, remains in the
possession of Defendant, is protected, and safeguarded from future data breaches.

140. As a direct and traceable result of the Data Incident, and considering Plaintiff
Keller’s PII has already been found on the dark web, Plaintiff Keller and her minor children,
V.K. (1) and V.K. (2), will continue to be at heightened risk for financial fraud, identity theft,
other forms of fraud, and the attendant damages, for years to come and will have to pay an
identity monitoring company for the rest of their life to protect their PIIL.

Plaintiff Sara Loveless on Behalf of Her Minor Children S.L. and N.L.

141.  Plaintiff Sara Loveless is a former employee of Paycom. Plaintiff Loveless
worked for Defendant from approximately 2016 through July 2021 as a Team Lead for the
IT Governance, Risk and Privacy/Data Governance teams. Plaintiff Loveless provided her
PII and her minor children’s PII to receive employment and elective benefits stemming
therefrom.

142.  Plaintiff Loveless received two Notice Letters from Defendant dated July 31,
2023, informing her that her minor children’s information was exposed in the Data Incident.
Consequently, Plaintiff Loveless reasonably believes her PII was also exposed in the Data

Incident.
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143. It is particularly troublesome to Plaintiff Loveless that Paycom retained her
and her minor children’s PII long after she terminated her employment relationship with
Paycom, approximately two years ago.

144.  As a direct and traceable result of the Data Incident, Plaintiff Loveless has
been forced to spend time dealing with and responding to the direct consequences of the Data
Incident, which includes researching the Data Incident and reviewing her credit report. This
is time that has been lost forever and cannot be recaptured.

145.  Plaintiff Loveless is very careful about sharing her PII and the PII of her minor
children. Plaintiff Loveless and her minor children have never knowingly transmitted
unencrypted PII over the internet or any other unsecured source. Moreover, Plaintiff Loveless
stores all documents containing her PII and her minor children’s PII in a safe and secure
location.

146,  Plaintiff Loveless and her minor children have suffered actual, concrete injury
in the form of damages to, and diminution in, the value of their PII — a form of intangible
property that Plaintiff Loveless entrusted to Defendant for the purpose of her employment.

147.  Plaintiff Loveless has also suffered actual, concrete injury in the forms of lost
time and opportunity costs, annoyance, interference, and inconvenience as a direct and
traceable result of the Data Incident, and has stress, anxiety, and increased concerns due to
the loss of her and her minor children’s privacy and the substantial risk of fraud and identity
theft they now face. Plaintiff Loveless is especially concerned that cybercriminals obtained
S.L. and N.L.’s PII because they are only minors. She worries about the negative impact this
will have on their futures. Needless to say, knowing that thieves stole her PII and the PII of
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her minor children, including Social Security numbers, and knowing that their PII will be
sold on the dark web by Clop has caused Plaintiff Loveless great anxiety.

148.  Plaintiff Loveless and her minor children have suffered imminent and
impending injury arising from the substantially increased risk of fraud, identity theft, and
misuse of their PIL. Especially since her minor children’s Social Security numbers, in
combination with their names, are now in the hands of cybercriminals.

149.  Plaintiff Loveless has a continuing interest in ensuring that her and her minor
children’s PII which, upon information and belief, remains in the possession of Defendant, is
protected or purged from Paycom’s systems.

150.  Asadirect and traceable result of the Data Incident, Plaintiff Loveless and her
children will continue to be at heightened risk for financial fraud, identity theft, other forms
of fraud, and the attendant damages, for years to come and will have to pay an identity
monitoring company for the rest of their lives to protect their exposed PII
Plaintiff Sarah Osgood on Behalf of Herself and Her Minor Child 5.0.

151.  Plaintiff Sarah Osgood’s husband is a former employee of Paycom. Plaintiff
Osgood’s husband worked for Defendant from approximately December of 2017 through
May of 2021. Plaintiff Sarah Osgood provided her PIL, and the PII of her minor child, .0,
to receive elective benefits stemming from her husband’s employment with Paycom.

152.  Plaintiff Sarah Osgood received two Notice Letters from Defendant dated July
31, 2023, informing her that her and her minor child’s information was exposed in the Data
Incident.

153. It is particularly troublesome to Plaintiff Sarah Osgood that Paycom retained
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her and her minor child’s PII long after her husband terminated his employment relationship
with Paycom over two years ago.

154.  As a direct and traceable result of the Data Incident, Plaintiff Sarah Osgood
has been forced to spend time dealing with and responding to the direct consequences of the
Data Incident, which includes researching the Data Incident and reviewing her credit report.
This is time that has been lost forever and cannot be recaptured.

155.  Further, as a direct and traceable result of the Data Incident, Plaintiff Sarah
Osgood has also experienced actual misuse of her PII. Specifically, since the Data Incident,
Plaintiff Osgood has received multiple text messages informing her and her husband that a
“USPS” package ordered in their name has arrived at a warehouse but cannot be delivered.
Plaintiff Osgood is completely unaware of the package the message is referring to. Therefore,
an unauthorized individual is placing orders in Plaintiff Sarah Osgood’s name.

156.  Plaintiff Sarah Osgood is very careful about sharing her and her minor child’s
PII. Plaintiff Osgood and her minor child, S.0., have never knowingly transmitted
unencrypted PII over the internet or any other unsecured source. Moreover, Plaintiff Sarah
Osgood stores all documents containing her PII and her minor child’s PII in a safe and secure
location,

157.  Plaintiff Osgood and her minor child have suffered actual, concrete injury in
the form of damages to, and diminution in, the value of their PIl — a form of intangible
property that Plaintiff Osgood entrusted to Defendant for the purpose of receiving benefits.

158.  Plaintiff Sarah Osgood has also suffered actual, concrete injury in the form of
actual misuse, lost time and opportunity costs, annoyance, interference, and inconvenience
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as a direct and traceable result of the Data Incident, and has stress, anxiety, and increased
concerns due to the loss of her and her minor children’s privacy and the substantial risk of
fraud and identity theft which she and her children now face. Plaintiff Osgood is especially
concerned that cybercriminals obtained S.0.’s PII because he is a minor. She worries about
the negative impact this will have on his future. Needless to say, knowing that thieves stole
her and her minor child’s PII, including their Social Security numbers, and knowing that Clop
will sell their PII on the dark web, has caused Plaintiff Osgood great anxiety.

159.  Plaintiff Osgood and her minor child have suffered imminent and impending
injury arising from the substantially increased risk of fraud, identity theft, and misuse of their
PII. Especially since her and her minor child’s Social Security numbers, in combination with
their names, are now in the hands of cybercriminals.

160.  Plaintiff Osgood has a continuing interest in ensuring that her and her minor
child’s PII which, upon information and belief, remains in the possession of Defendant, is
protected or purged from Paycom’s systems.

161.  As a direct and traceable result of the Data Incident, Plaintiff Osgood and her
child will continue to be at heightened risk for financial fraud, additional instances of identity
theft, other forms of fraud, and the attendant damages, for years to come and will have to pay
an identity monitoring company for the rest of their lives to protect their exposed PIL.

H. Plaintiffs’ and Class Members’ Damages

162.  Plaintiffs would not have provided their PII to Paycom had Paycom disclosed
it lacked adequate data security.

163.  Additionally, Plaintiffs would not have permitted their PII to be transmitted
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and/or stored via the MOVEit software had Paycom disclosed it took no measures to secure
it.

164.  Plaintiffs have suffered actual injury in the form of time spent dealing with the
Data Incident and the increased risk of fraud resulting from the Data Incident.

165. Plaintiffs suffered actual injury in the form of having their PII stolen,
published on the dark web, and sold across the dark web by unauthorized vendors to nefarious
actors as a result of the Data Incident.

166.  Plaintiffs suffered actual injury in the form of damages to and diminution in
the value of their PII — a form of intangible property that Plaintiffs entrusted to Paycom.

167. Plaintiffs suffered imminent and impending injury arising from the
substantially increased risk of future fraud, identity theft, and misuse posed by their PII now
being sold and being placed in the hands of criminals.

168.  Plaintiffs and the Class have a continuing interest in ensuring that their PII,
which remains in Defendant’s possession and stored within MOVEit, is protected, and
safeguarded from future breaches.

169,  Plaintiffs also suffered actual injury as a result of the Data Incident in the
form of (a) damage to and diminution in the value of their PII, a form of property that
Defendant obtained from them; (b) violation of their privacy rights; and (c) present, imminent,
and impending injury arising from the increased risk of identity theft, and fraud they now
face.

170. As aresult of the Data Incident, Plaintiffs anticipate spending considerable time
and money on an ongoing basis to try to mitigate and address the many harms caused by the
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Data Incident.

171.  In sum, Plaintiffs and Class Members have been damaged by the compromise
of their PII in the Data Incident.

172.  Plaintiffs’ PIl was compromised as a direct and proximate result of the Data
Incident, which resulted from Paycom’s failure to ensure it employed adequate data security
with the use of the MOVEit software.

173. As a direct and proximate result of Defendant’s actions and omissions,
Plaintiffs and Class Members have been harmed and are at an imminent, immediate, and
continuing increased risk of harm, including but not limited to, having loans opened in their
names, tax returns filed in their names, utility bills opened in their names, credit card accounts

opened in their names, and other forms of fraud and identity theft.

174.  Plaintiffs and Class Members also face a substantial risk of being targeted in
future phishing, data intrusion, and other illegal schemes through the misuse of their PII, since
potential fraudsters will likely use such PII to carry out such targeted schemes against
Plaintiffs and Class Members.

175.  The PII maintained by and stolen from Defendant, combined with publicly
available information, allows nefarious actors to assemble a detailed mosaic of Plaintiffs and
Class Members, which can also be used to carry out targeted fraudulent schemes against
Plaintiffs and Class Members.

176.  Additionally, as a direct and proximate result of Defendant’s conduct, Plaintiffs
and Class Members have also been forced to take the time and effort to mitigate the actual

and potential impact of the Data Incident on their everyday lives, including placing “freezes™
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and “alerts™ with credit reporting agencies, contacting their financial institutions, closing or
modifying financial accounts, and/or closely reviewing and monitoring bank accounts and
credit reports for unauthorized activity for years to come.

177.  Plaintiffs and Class Members may also incur out-of-pocket costs for protective
measures such as credit monitoring fees, credit report fees, credit freeze fees, and similar

costs directly or indirectly related to the Data Incident.

178.  Plaintiffs and Class Members also suffered a loss of value of their PII when it
was accessed, viewed, and acquired by Clop in the Data Incident. Numerous courts have
recognized the propriety of loss of value damages in related cases. An active and robust
legitimate marketplace for PII also exists, as is evidenced by the multiple private sales of
Plaintiffs’ and Class Members’ PII.?* In 2019, the data brokering industry was worth roughly
$200 billion. In fact, the data marketplace is so sophisticated that consumers can sell their
non-public information directly to a data broker who in turn aggregates the information and
provides it to other companies.?* Consumers who agree to provide their web browsing history
to the Nielsen Corporation can in turn receive up to $50 a year.*

179.  Asaresult of the Data Incident, Plaintiffs’ and Class Members’ PII, which has
an inherent market value in both legitimate and illegal markets, has been harmed and

diminished due to its theft and acquisition by cybercriminals. This transfer of valuable

3 See Data Coup, https://datacoup.com/.

2 What is digi.me?, DIGI.ME, https://digi.me/what-is-digime/.

3 Frequently  Asked  Questions, Nielsen Computer &  Mobile Panel,
https://computermobilepanel.nielsen.com/ui/US/en/fagen.html,
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information happened with no consideration paid to Plaintiffs or Class Members for their

property, resulting in an economic loss. Moreover, the PII is apparently readily available to

others. As a result, the rarity of the PII has been destroyed because it is no longer only held

by Plaintiffs and the Class Members, and because that data no longer necessarily correlates

only with activities undertaken by Plaintiffs and the Class Members, thereby causing

additional loss of value.

180.  Finally, Plaintiffs and Class Members have suffered or will suffer actual injury

as a direct and proximate result of the Data Incident in the form of out-of-pocket expenses

and the value of their time reasonably incurred to remedy or mitigate the effects of the Data

Incident. These losses include, but are not limited to, the following:

a.

b.

Monitoring for and discovering fraudulent charges;

Canceling and reissuing credit and debit cards;

Addressing their inability to withdraw funds linked to
compromised accounts;

Taking trips to banks and waiting in line to obtain funds held in

limited accounts:

Spending time on the phone with or at a financial institution to dispute
fraudulent charges;

Contacting financial institutions and closing or modifying financial
accounts;

Resetting automatic billing and payment instructions from

compromised credit and debit cards to new ones;
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h. Paying late fees and declined payment fees imposed as a result of
failed automatic payments that were tied to compromised cards that
had to be cancelled; and

i. Closely reviewing and monitoring bank accounts and credit reports
for additional unauthorized activity for years to come.

181.  Moreover, Plaintiffs and Class Members have a continuing interest in ensuring
that their PII, which is believed to still be in the possession of Defendant, is protected from
future additional breaches by the implementation of more adequate data security measures
and safeguards, including but not limited to, ensuring that the storage of data or documents
containing personal and financial information is not accessible online, that access to such
data is password-protected, and that such data is properly encrypted.

182.  Asadirect and proximate result of Defendant’s actions and inactions, Plaintiffs
and Class Members have suffered a loss of privacy and have suffered cognizable harm,
including an imminent and substantial future risk of harm, in the forms set forth above.

V. CLASS ACTION ALLEGATIONS

183.  Plaintiffs bring this action individually and on behalf of all other persons

similarly situated, pursuant to 12 O.S. § 2023(A) and (B).

184.  Specifically, Plaintiffs proposes the following Nationwide Class (referred to

herein as the “Class” or “Class Members™), subject to amendment as appropriate:

All living individuals residing in the United States whose
personal information was accessed or acquired in the Data
Incident.
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185. Excluded from the Class is Defendant and its parents or subsidiaries, any
entities in which they have a controlling interest, as well as their officers, directors, affiliates,
legal representatives, heirs, predecessors, successors, and assigns. Also excluded is any
Judge to whom this case is assigned as well as their judicial staff and immediate family
members,

186.  Plaintiffs reserve the right to modify or amend the definitions of the proposed
Nationwide Class and Oklahoma Subclass, as well as add subclasses, before the Court
determines whether certification is appropriate.

187. Numerosity. There are over 21,000 members of the Class, thus they are too
numerous to practically join in a single action. Membership in the Class is readily
ascertainable from Defendant’s own records.

188. Commonality. There are questions of law and fact common to the Class
which predominate over any questions affecting only individual Class Members. These
common questions of law and fact include, without limitation:

a. Whether P.aycnm engaged in the conduct alleged herein;

b. When Paycom learned of the Data Incident;

c. Whether Paycom’s response to the Data Incident was adequate;

d. Whether Paycom unlawfully lost or disclosed Plaintiffs’ and Class
Members” PII;

e. Whether Paycom failed to implement and maintain reasonable
security procedures and practices appropriate to the nature and scope

of the PII compromised in the Data Incident;
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Whether Paycom failed to implement adequate data security and
privacy measures in its use of the MOVEit software;

. Whether Paycom failed to employ appropriate data security measures
within MOVEit;

. Whether Paycom failed to oversee and monitor MOVEit;

Whether Paycom’s data security practices related to MOVEit prior to
and during the Data Incident complied with applicable data security
laws and regulations;

Whether Paycom owed a duty to Class Members to safeguard their
PII;

. Whether Paycom breached it duties to Class Members to safeguard
their PII;

Whether Defendant had a legal duty to provide timely and accurate
notice of the Data Incident to Plaintiffs and the Class Members;

. Whether Defendant breached its duty to provide timely and accurate

notice of the Data Incident to Plaintiffs and Class Members;

. Whether Paycom knew or should have known that its data security
systems and monitoring processes as it relates to MOVEit were
deficient;

. What damages Plaintiffs and Class Members suffered as a result of
Defendant’s misconduct;

. Whether Defendant’s conduct was negligent;
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g. Whether Defendant’s conduct was per se negligent;
r. Whether Defendant’s were unjustly enriched;
s. Whether Plaintiffs and Class Members are entitled to actual and/or
statutory damages;
t. Whether Plaintiffs and Class Members are entitled to credit or identity
monitoring and monetary relief; and
u. Whether Plaintiffs and Class Members are entitled to equitable relief,
including injunctive relief, restitution, disgorgement, and/or the
establishment of a constructive trust.
189.  Typicality. Plaintiffs’ claims are typical of those of other Class Members
because Plaintiffs’ P11, like that of every other Class Member, was compromised in the Data
Incident.

190.  Adequacy of Representation. Plaintiffs will fairly and adequately represent

and protect the interests of Class Members. Plaintiffs’ counsel is competent and

experienced in litigating class actions, including data privacy litigation of this kind.

191.  Predominance. Paycom has engaged in a common course of conduct toward
Plaintiffs and Class Members in that all of Plaintiffs’ and Class Members’ data was stored
on the same computer systems and was unlawfully accessed and exfiltrated in the same way.
The common issues arising from Defendant’s conduct affecting Class Members set out above
predominate over any individualized issues. Adjudication of these common issues in a single

action has important and desirable advantages of judicial economy.
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192. Superiority. A class action is superior to other available methods for the fair
and efficient adjudication of this controversy and no unusual difficulties are likely to be
encountered in the management of this class action. Class treatment of common questions of
law and fact is superior to multiple individual actions or piecemeal litigation. Absent a Class
action, most Class Members would likely find that the cost of litigating their individual claims
is prohibitively high and would therefore have no effective remedy. The prosecution of
separate actions by individual Class Members would create a risk of inconsistent or varying
adjudications with respect to individual Class Members, which would establish incompatible
standards of conduct. In contrast, conducting this action as a class action presents far fewer
management difficulties, conserves judicial resources and the parties’ resources, and protects
the rights of each Class Member.

193.  Class certification is also appropriate. Defendant has acted and/or refused to
act on grounds generally applicable to the Class such that final injunctive relief and/or
corresponding declaratory relief is appropriate as to the Class as a whole.

194.  Finally, all members of the proposed Class are readily ascertainable.
Defendant has access to the names, addresses, and/or email addresses of Class Members
affected by the Data Incident.

VI. CLAIMS FOR RELIEF

COUNTI
NEGLIGENCE

195.  Plaintiffs restate and reallege the allegations stated above as if fully set forth

herein.
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196. Paycom knowingly collected, acquired, and stored Plaintiffs’ and Class
Members’ PII, and had a duty to exercise reasonable care in safeguarding and protecting such
Information from being disclosed, compromised, lost, stolen, and misused by unauthorized
parties.

197. To fulfill this duty of care, Paycom was required to ensure it maintained
adequate data security, procedures, systems, infrastructure, and protocols and implemented
such across its entire network environment.

198. Paycom was also required to oversee, monitor, and adequately protect all
software it utilized to store and transfer Plaintiffs’ and the Class’s PII.

199.  Paycom’s duty also included a responsibility to implement processes by which
it could detect and analyze a vulnerability quickly and to give prompt notice to those affected
in the case of a cyberattack.

200. Paycom knew or should have known of the risks inherent in collecting the PII
of Plaintiffs and Class Members and the importance of adequate data security.

201. Paycom was on notice because, on information and belief, it knew or should
have known of the substantial increase in cyberattacks in recent years, including recent similar
attacks against Accellion and Fortra carried out by the same Russian cyber gang, Clop.

202.  After all, PII is highly valuable, and Defendant knew, or should have known,
the risk in obtaining, using, handling, transferring, and storing the PII of Plaintiffs and Class
Members. Thus, Defendant knew, or should have known, the importance of exercising
reasonable care in handling the PII entrusted to it.

203. Paycom owed a duty of care to Plaintiffs and Class Members to provide data
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security consistent with industry standards and other requirements discussed herein, and to

ensure that its systems, software, and networks, and the personnel responsible for them,

adequately protected the PII in its possession.

204. Paycom breached its duties, and thus was negligent, by failing to use

reasonable measures to protect Class Members® PII. And but for Paycom’s negligence,

Plaintiffs and Class Members would not have been injured. The specific negligent acts and

omissions committed by Paycom include, but are not limited to:

d.

Failing to adopt, implement, and maintain adequate security measures
to safeguard Class Members® PII;

Failing to employe adequate security measures in its use of the MOVEit
software;

Failing to adequately monitor and oversee the security of the MOVEit
software;

Failing to ensure that the MOVEit software had security in place to
maintain reasonable data security;

Failing to intelligently decide what kinds of files to transfer using the
MOVEit software and configure the software to operate in Paycom’s
independent environment;

Failing to comply with—and thus violating—FTC Act and its
regulations;

Failing to have in place mitigation policies and procedures;

Allowing unauthorized access to Class Members’ PII;
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i. Failing to detect in a timely manner that Class Members’ PII had been
compromised; and

i- Failing to timely notify Class Members about the Data Incident so that
they could take appropriate steps to mitigate the potential for identity
theft and other damages.

205.  Under the Federal Trade Commission Act, Defendant had a duty to employ
reasonable security measures. Specifically, this statute prohibits “unfair . . . practices in or
affecting commerce,” including (as interpreted and enforced by the FTC) the unfair practice
of failing to use reasonable measures to protect confidential data. Plaintiffs and the Class are
precisely the class of individuals the FTCA was designed to protect.

206. Moreover, Plaintiffs and Class Members’ injuries are precisely the type of
injuries that the FTCA guards against. After all, the FTC has pursued numerous enforcement
actions against businesses that—because of their failure to employ reasonable data security
measures and avoid unfair and deceptive practices—caused the very same injuries that
Defendant inflicted upon Plaintiffs and Class Members.

207. Defendant’s duty to use reasonable care in protecting confidential data arose
not only because of the statutes and regulations described above, but also because Defendant
is bound by industry standards to protect confidential PII.

208. Defendant owed Plaintiffs and members of the Class a duty to notify them
within a reasonable time frame of any breach of their PII. Defendant also owed a duty to
timely and accurately disclose to Plaintiffs and members of the Class the scope, nature, and
occurrence of the Data Incident. This duty is necessary for Plaintiffs and Class Members to
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take appropriate measures to protect their PII, to be vigilant in the face of an increased risk
of harm, and to take other necessary steps in an effort to mitigate the fallout of Defendant’s
Data Incident.

209. Defendant owed these duties to Plaintiffs and Class Members because they
are members of a well-defined, foreseeable, and probable class of individuals whom
Defendant knew or should have known would suffer injury-in-fact from its inadequate
security protocols. After all, Defendant actively sought and obtained the PII of Plaintiffs and
Class Members.

210. It was foreseeable that Defendant’s failure to use reasonable measures to
protect Class Members’ PII would result in injury to Class Members. Furthermore, the breach
of security was reasonably foreseeable given the known high frequency of cyberattacks and
data breaches, It was therefore foreseeable that the failure to adequately safeguard Class
Members® PII would result in one or more types of injuries to Class Members.

211.  Simply put, Defendant’s negligence actually and proximately caused
Plaintiffs and Class Members’ actual, tangible, injuries-in-fact and damages. These injuries
include, but are not limited to, the theft of their PII by criminals, actual misuse of their PII,
the publishing and sale of their PII on the dark web, improper disclosure of their PII, lost
value of their PII, and lost time and money incurred to mitigate and remediate the effects of
the Data Incident that resulted from and were caused by Defendant’s negligence. Moreover,
multiple Plaintiffs have already suffered injuries-in-fact and damages are ongoing, imminent,
and immediate.

212.  Plaintiffs and Class Members are entitled to compensatory and consequential
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damages suffered because of the Data Incident.

213.  Plaintiffs and Class Members are also entitled to injunctive relief requiring
Defendant to, e.g., (1) strengthen its data security systems and monitoring procedures
regarding the MOVEit software; (2) submit to future annual audits of those systems and
monitoring procedures; and (3) to provide adequate credit monitoring to all Class Members.

COUNTII
BREACH OF IMPLIED CONTRACT

214. Plaintiffs restate and reallege the allegations stated above as if fully set forth
herein.

215. Plaintiffs and the Class Members entered into implied contracts with Defendant
under which Defendant agreed to safeguard and protect their P1I and to timely and accurately
notify Plaintiffs and Class Members that their information had been breached and
compromised.

216. Plaintiffs and the Class were required to, and delivered, their PII to Defendant
as a condition to employment or receipt of elective benefits stemming therefrom.

217. Plaintiffs and Class Members conferred a monetary benefit on Defendant in
that Plaintiffs paid money to Defendant in exchange for services. Part of this monetary benefit
was to be used to provide a reasonable level of data security to protect Plaintiffs’ and the
Class’s PII.

218. Defendant accepted possession of Plaintiffs’ and Class Members’ PII for the
purpose of providing services.

219. The implied promise of confidentiality includes consideration beyond those

pre-existing general duties owed under state and federal regulations. The additional
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consideration included implied promises to take adequate steps to comply with specific
industry data security standards and FTC guidelines on data security.

220. The implied promises include but are not limited to: (1) taking steps to ensure
that any agents who are granted access to PII also protect the confidentiality of that data; (2)
taking steps to ensure that the information that is placed in the control of its agents is restricted
and limited to achieve an authorized purpose; (3) restricting access to qualified and trained
agents; (4) designing and implementing appropriate retention policies to protect the
information against criminal data breaches; (5) applying or requiring proper encryption; (6)
multifactor authentication for access; and (7) other steps to protect against foreseeable data
breaches.

221. Based on the implicit understanding, Plaintiffs and Class Members accepted
Defendant’s offers for services and provided Defendant with their PII.

222. Plaintiffs and Class Members would not have permitted their PII to be collected
and stored by Defendant had they known that Defendant would not safeguard their PII, as
promised, or provide timely notice of a data breach.

223. Plaintiffs and Class Members fully performed their obligations under their
implied contracts with Defendant.

224. Defendant breached the implied contracts by failing to safeguard Plaintiffs’ and
Class Members' PII and by failing to provide them with timely and accurate notice of the
Data Incident.

225.  The losses and damages Plaintiffs and Class Members sustained (as described
above) were the direct and proximate result of Paycom’s breach of its implied contracts with
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Plaintiffs and Class Members.

COUNT III
INVASION OF PRIVACY

226. Plaintiffs restate and reallege the allegations in the preceding paragraphs as if
fully set forth herein.

227. Plaintiffs and Class Members have a legally protected privacy interest in their
PII, which is and was collected, stored, and maintained by Defendant, and they are entitled
to the reasonable and adequate protection of their PII against foreseeable unauthorized access
and publication of their PII to criminal actors, as occurred with the Data Incident. The PII of
Plaintiffs and Class Members contain intimate details of a highly personal nature,
individually and in the aggregate.

228. Plaintiffs and Class Members reasonably expected that Defendant would
protect and secure their PII from unauthorized parties and that their PII would not be
accessed, exfiltrated, and disclosed to any unauthorized parties or for any improper purpose.

229. Defendant intentionally intruded into Plaintiff’s and Class Members’ seclusion
by disclosing without permission their PII to a third party.

230. By failing to keep Plaintiffs’ and Class Members’ PII secure, and disclosing
PII to unauthorized parties for unauthorized use, Defendant unlawfully invaded Plaintiffs’
and Class Members’ privacy right to seclusion by, inter alia:

a. intruding into their private affairs in a manner that would be highly offensive

to a reasonable person;
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b. invading their privacy by improperly using their PII obtained for a specific
purpose for another purpose, or disclosing it to unauthorized persons;

c. failing to adequately secure their PII from disclosure to unauthorized persons;
and

d. enabling the disclosure of their PII without consent.

231. This invasion of privacy resulted from Defendant’s intentional failure to
adequately implement, maintain, monitor and oversee the security of the MOVEit software,
leading to the foreseeable unauthorized access, exfiltration, and disclosure of this unguarded
data, which has been misused and sold across the dark web.

232. Plaintiffs and Class Members’ P11 is the type of sensitive, personal information
that one normally expects will be protected from exposure by the very entity charged with
safeguarding it. Further, the public has no legitimate concern in Plaintiffs’, and Class
Members’ PII, and such information is otherwise protected from exposure to the public by
various statutes, regulations, and other laws.

233. The disclosure of Plaintiffs’ and Class Members’ PII to unauthorized parties is
substantial and unreasonable enough to be legally cognizable and is highly offensive to a
reasonable person.

234. Defendant’s willful and reckless conduct that permitted unauthorized access,
exfiltration and disclosure of Plaintiffs’ and Class Members’ intimate and sensitive PII is
such that it would cause serious mental injury, shame or humiliation to people of ordinary

sensibilities.
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235. The unauthorized access, exfiltration, and disclosure of Plaintiffs’ and Class
Members’ PII was without their consent, and in violation of various statutes, regulations and
other laws.

236. As a direct and proximate result of Defendant’s intrusion upon seclusion,
Plaintiffs and Class Members suffered injury and sustained actual losses and damages as
alleged herein. Plaintiffs and Class Members alternatively seek an award of nominal
damages.

COUNT IV
UNJUST ENRICHMENT

237.  Plaintiffs restate and reallege the allegations in the preceding paragraphs as if
fully set forth herein.

238.  This Count is pleaded in the alternative to Count II.

239. Plaintiffs and Class Members conferred a benefit on Defendant by
surrendering their PII to Paycom.

240. Paycom derived profits from Plaintiffs’ and the Class’s PII because it allowed
them to provide services and derive revenue therefrom.

241.  As such, a portion of the payments made to Paycom, which payments would
not be possible without Plaintiffs and Class Members turning over their PII, was to be used to
provide a reasonable and adequate level of data security that was in compliance with
applicable state and federal regulations and industry standards. However, Paycom did not do
this. Rather, Paycom retained the benefits of its unlawful conduct, including the amounts of

payment received that should have been used for adequate cybersecurity practices that it
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failed to provide.

242.  Defendant knew that Plaintiffs and Class Members conferred a benefit upon
it which Defendant accepted. Defendant profited from these transactions and used the PII of
Plaintiffs and Class Members for business purposes, while failing to use the payments it
received for adequate data security measures, which would have secured Plaintiffs’ and Class
Members’ PII and prevented the Data Incident.

243.  If Plaintiffs and Class Members had known that Defendant would not
adequately secure their PII, they would not have agreed to provide such PIL

244. Due to Defendant’s conduct alleged herein, it would be unjust and inequitable
under the circumstances for Defendant to be permitted to retain the benefits of their wrongful
conduct.

245.  As a direct and proximate result of Defendant’s conduct, Plaintiffs and Class
Members have suffered actual injury in the form of actual misuse of their PII and/or are at a
substantial and continuous risk of suffering injury, including but not limited to: (i) actual
identity theft; (ii) the loss of the opportunity to control how their PII is used; (iii) the
compromise, publication, and theft of their PII now on sale across the dark web; (iv) out-of-
pocket expenses associated with the prevention, detection, and recovery from identity theft,
and/or unauthorized use of their PII; (v) lost opportunity costs associated with effort expended
and the loss of productivity addressing and attempting to mitigate the actual and future
consequences of the Data Incident, including but not limited to efforts spent researching how
to prevent, detect, contest, and recover from identity theft; (vi) the continued risk to their PII,
which remains in Defendant’s possession and is subject to further unauthorized disclosures
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so long as Defendant fails to undertake appropriate and adequate measures to protect the PII
in their continued possession; and (vii) future costs in terms of time, effort, and money that
will be expended to prevent, detect, contest, and repair the impact of the PII compromised as
a result of the Data Incident for the remainder of the lives of Plaintiffs and Class Members.

246.  Plaintiffs and Class Members are entitled to full refunds, restitution, and/or
damages from Defendant and/or an order proportionally disgorging all profits, benefits, and
other compensation obtained by Defendant from their wrongful conduct. This can be
accomplished by establishing a constructive trust from which the Plaintiffs and Class
Members may seek restitution or compensation.

247.  Plaintiffs and Class Members may not have an adequate remedy at law against
Defendant, and accordingly, they plead this claim for unjust enrichment in addition to, or in
the alternative to, other claims pleaded herein.

COUNT YV
DECLARATORY AND INJUNCTIVE RELIEF

248.  Plaintiffs restate and reallege the allegations in the preceding paragraphs as if
fully set forth herein.

249.  This count is brought pursuant to 12 O.S. §§1651, et seq. on behalf of the
Plaintiffs and the Oklahoma Subclass.

250.  Aspreviously alleged, Defendant owes duties of care to Plaintiff and the Class
Members that require it to adequately secure and delete their PII.

251.  Defendant still possesses the PII of Plaintiff and Class Members.

252.  Defendant has not satisfied its obligations and legal duties to Plaintiff and the
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Class Members.

253.  Upon information and belief, Defendant is taking some steps to increase its

data security but there is nothing to prevent Defendant from reversing these changes once it

has weathered the increased public attention resulting from this Data Incident, and to once

again place profits above protection.

254.  Plaintiffs, therefore, seek a declaration that (1) Defendant’s existing security

measures and data retention/deletion policies do not comply with its contractual obligations

and duties of care and (2) to comply with its obligations and duties of care, Defendant must

implement and maintain reasonable security measures, including, but not limited to:

a.

b.

Ordering Defendant to stop its use of the MOVE:it software;

Ordering Defendant to implement adequate data security and privacy
measures in its use and selection of future service providers who
receive customers’ PII;

Ordering Defendant to significantly increase its spending on
cybersecurity, including software, systems and personnel;

Ordering Defendant to engage third-party security auditors and internal
personnel to run automated security monitoring on future service
providers used by Defendant;

Ordering that Defendant audit, test, and train its security personnel
regarding any new or modified procedures;

Ordering that Defendant require future service providers to purge,
delete, and destroy in a reasonably secure manner any PII not necessary
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for its provision of services;

g. Ordering that Defendant require future service providers to conduct
regular software scanning and security checks;

h. Ordering Defendant to guarantee future service providers are routinely
and continually conducting internal training and education to inform
their internal security personnel how to identify and contain a breach
when it occurs and what to do in response to a breach;

i. Ordering Defendant to require future service providers to implement
and enforce adequate retention policies for PIL, including destroying
PII as soon as it is no longer necessary for it to be retained;

j. Ordering Defendant to meaningfully educate its employees about the
threats they face as a result of the loss of their financial and personal
information to third parties, as well as the steps they must take to
protect themselves; and

k. Ordering that Defendant require future service providers to remove
former customers’ PII from any hard drive or server that has external
(Internet) access.

VII. PRAYER FOR RELIEF
WHEREFORE, Plaintiffs, on behalf of themselves and the Class described above, seek

the following relief:

a. An order certifying this action as a Class action, defining the Class as
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requested herein, and finding that Plaintiffs are proper representatives
of the Nationwide Class and Oklahoma Subclass requested herein;

. Judgment in favor of Plaintiffs and Class Members awarding them
appropriate monetary relief, including actual damages, statutory
damages, equitable relief, restitution, disgorgement, and statutory
costs;

. An order providing injunctive and other equitable relief as necessary
to protect the interests of the Class as requested herein;

. An order instructing Defendant to purchase or provide funds for
lifetime credit monitoring and identity theft insurance to Plaintiffs
and Class Members;

. An order requiring Defendant to pay the costs involved in notifying
Class Members about the judgment and administering the claims
process;

A judgment in favor of Plaintiffs and Class Members awarding them
prejudgment and post-judgment interest, reasonable attorneys’ fees,
costs, and expenses as allowable by law; and

. An award of such other and further relief as this Court may deem just

and proper.

61



VIII. DEMAND FOR JURY TRIAL

Plaintiffs demand a trial by jury on all triable issues.

Date: July 2, 2024
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Respectfully Submitted,

/s/- William B. Federman

William B. Federman, OBA #2853
Kennedy M. Brian, OBA # 34617
FEDERMAN & SHERWOOD
10205 N. Pennsylvania

Oklahoma City, OK 73120
Telephone: (405) 235-1560
Facsimile: (405) 239-2112
wbfi@federmanlaw.com
kpb@federmanlaw.com

Attorneys for Plaintiffs and the Class
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Juls 31 2023
Re Notice of Progress” MOVEN Incident

Dear Carmen Johnson:

Paycom values the privacy and confidentiality of our employees’ and their dependents” personal information and
takes the protection of that information very seriously. As you may have seen in the news. threat actors exploited
a vulnerability in Progress Software Corporation’s (“Progress”) MOVEit software. Unfort unatelv this recent data
secunity incident involved some of our current and former emplovees’ and their dependents personal information

What Happened? Progress announced a previously unknown zero-day vulnerabihity in is MOVE software. 2
file transfer platform that allowed an unauthcnticated attacker to gain access to MOVEit databases

It has been widely publicized that threat actors exploited that vulnerability in Progress” MOVEIl software. paining
unauthorized access to sensitive data stored on servers for numerous organizations, U S government agencics
and others around the world that host the MOVEit software

We recently learned the MOVE server had been accessed by unauthonized attackers in connecnon wath the
MOVEit incident between May 28, 2023 and June 2, 2023

What Information Was Involved? Depending on individual circumstances, the compromised files mayv have
contained names, Social Security numbers, dates of birth, passport information, and employment authorization
card information

What We Are Doing. Paycom takes the privacy of your information seriously. and we are 1aking steps to prevent
a similar occurrence. To protect your identity, we are offering a complimentany 24-month membership of
Experian®'s ldentityWorks™ This product provides you with superior identty detection and resolution of
identity thefl. To activate your membership and start monitoring your personal information. please follow the
steps below:

¢ Ensure that you enroll by November 30, 2023 (Y
s Visit the Experian [dentity W ' Il
s  Provide your activation code

If you have questions about the product, need assistance with identity restoration or would like an alternative to

enrolling in Experian IdentityWorks online, please contact Experian’ omer care team at 888-397-0091 by
November 30, 2023. Be prepared to provide engagement numbem proof of eligibility for the identin,
restoration services by Expenan. i '




ADDITIONAL DETAILS REGARDING YOUR 24-MONTI EXPERIAN IDENTITYWORRS
MEMBERSHIFP:

A credit card is not required for enrollment i Expenan IdentityWorks

You can contact Expenan immediately regarding any fraud issues. and have access Lo the following features once
vou enroll in Experian IdentityWorks

s Experian credit report at signup: Sce what information is associated with your credit file Daily credit
reports are available for online members only '

» Credit Monitoring: Actively momtors Experian file for indicators of fraud

« Identity Restoration: Identity Restoration agents are immediately available to help you address credit
and non-credit related fraud

» Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identi Restoration
support even after your Expenan Identity Works membership has expired

« Up to $1 Million ldentity Theft Insurance: Provides coverage for certain costs and unauthanzed
electronic fund transfers.’

If you beheve there was fraudulent use of your information and would hike to discuss how s ou mal be able to
resolve those 1ssues, please reach out to an Experian agent at §88-397-0091. It. after discussing your situatian
with an agent, it 1s determined that Identity Restoration support is needed. then an Experian identinv Restoration
agent 1s available to work with you to investigate and resolve each ncident of fraud that occurred iincluding. as
appropriate, helping yvou with contacting credit grantors to dispute charges and close accounts. assisting \vou Iin
placing a freeze on your credit file with the three major credit bureaus, and assisting you with contacting
government agencies to help restore your idenuty to its proper condition)

What You Can Do. We encourage you (o remain vigilant against incidents of identity theft and fraud by
monitoring your financial account statements and reviewing your credit reports for suspicious achivity

For More Information. We understand you may have additional questions not addressed by this letter If vou
have questions, please contact us at 888-307-0091 toll-free Monday through Friday from gam to10pm Central.
or Saturday and Sunday from 10 am to 7 pm. Central (excluding major U S holidays) Be prepared to provide

vour engagement number B 100009

We regret any inconvenience caused by this incident.

Sincerely.

Paycom

' OMine members will be eligible to call for additional reports quarterly after enrolling lorida. an Assurant
* The ldenuty Thefl Insurance 1s underwntien and administered by Amencan Bankers Insurance Company of Flon ’ B'T bI: n all
company Please refer ta the actual policies for terms. condinons, and exclusions of coverage Coverage may not be available 1

jurisdictions



Steps You Can Take to Further Protect Your Information

Complimentary Identity Monitoring Services: We encourage you 1o activate the (raud detection and credit monitoning tools thrrugh
Expenan®'s IdenntyWorks™ which are provided as a complimentary 24-month membership To siant momtonng your personal
informaton, please [ollow the steps above

Reviewing credit reports: 11 is recommended by some state laws thal you remain vigilant. review your relevant account statements.
and monitor your credit reports for suspicious aclivity Some siate laws advise you lo report any suspected identity thefl 1o law
enforcement, your state's Attomey General and the Federal Trade Commission Under U S law you are entit'ed 1o one free credit
repont annually from each of the three major credit bureaus To obtain a free annual credit repon. ¢o 1o www annualcreditrepon com or
call 1-877-322-8228 You may wish 1o slagger your requests so that you receive a [ree repont by one of the Lhree credit bureaus every

four months

Equifax Expenan TransLmon

PO Box 740241 PO Box 2002 PO Baox 20060
Atlanta, GA 30348 Allen, TX 750113 Chester PA 19022
BBR-178-4329 BEB-397-1742 RO0-0 | 6-RRO0D

www equifax com www expenan com Wwww TTAnsunion com

You should also know that you have the right 1o file a police report if you ever expenence idemity fraud Please note that in order 1o file
a crime report or incident report with law enforcement for identity theft, vou will likely need 10 provide some xind of proof that vou
have been a vicum A police report 1s often required 10 dispute fraudulent items You can report suspected incidents of identity theft to
local law enforcement or 1o the Antomey General

Fraud Alerts: At nocharge. you can also have these credii bureaus place a “fraud alert” on your file that alens creditors to take addivonal
steps to venfy your identity prior to granting credit in your name This can be done by contacung the credit bureaus by phone and also
via Expenan’s or Equifax’s website Once you place a fraud alert at one credit bureaw. that bureau is required to nouify the other o
and have alerts placec on your behall Note, however, that because the alert tells creditors 1o follow certain procedures to protect vou. i
may also delay your efforts to obtain credit while the agency venfies your identity

Security Freezes: You have the right to place a secunty freeze on your credit report at no cost to you A secunty freeze is intended to
prohibit a credit reporting agency from releasing any information from a consumer’s credit repont without wnten authonzavon
However, please be aware that placing a security treeze on your credit report may delay interfere with, or prevent the timely approval
of any requests you make for new loans, credit mongages, employment, housing or other services

To place a security freeze on your credit report, you must send a written request to each of the three major consumer reporing agencies
by regular, certified or overnight mail In order 1o request a security freeze, you will need to provide the following informanon (11 full
name (including maddle imtial and any suffixes), {2) Social Secunty number. (3) date of binh, (4) current address and previous addresses
for the past five years (5) proof of current address. such as a current utility bill, bank statement, or insurance statement. (6} a legible
photocopy of a government issued idennfication card (siate driver's license, military idennfication. et ), (7) any apphcable incident
report or complaint with a law enforcement agency or the Registry of Motor Vehicles

You may ohtain informaton from Lhe Federal Trade Commussion and the credit reporting agencies about fraud alerts and securimy
freezes ’

Additional Information You can obtain additional information about the steps you can take 1o avoid idenuty thefi from the following
agencies The Federal Trade Commission also encourages those who discover that their information has been misused to file s t:crmplnin‘-l
with them

Identity Theft Cleannghouse, Federal Trade Commission, 600 Pennsylvania Avenue NW Washington. DC 20580
www consumer govidtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-425] )

District of Columina Residents You may contact the Office of the Attorney General for the Disinet of Columbia 441 dth Strest NW
Suite 110 South, Washington D C 20001, https /fwww oag.de gov/. 1-202-727-3400

Maryland Residents' You may contact the Office of the Maryland Attomey General, 200 St Paul Place. Balumore, MD 21202
hitp /fwww marylandattorneygeneral gov, 1-888-743-0023 The Office of the Maryland Attornev General may be able 10 provide vou
with information about the steps you can take to avaid identity theft

Massachusens Residents Under Massachuserts law, Massachusens residents have the right to obtain any police report filed in regard to
this incident 1f you are the victim of identity thefl, you also have the nght to file a police report and obtain a copy of it



New Vark Rewdenie Sew Y onk resdents o contact the fallos g stale aeeng s inar proside adarmatian rewarding wecunity breach
rESpOnse and adentn ihelt puesention and provoction infatnaten e S Yook Dhgpartrnent of S peg T vaon ot Comsumer Prosection.
One  Commerce Plaga 9 Wadimgion - e Albans Y 122 e RTINS | MO T 200
hirp - waww dos myogen consumerprotection. and the Sew Youk State Oficg o the Attornc, Crenera’ The Capnd Vhane S5 12224.

0341, 1Rkl TTL-FT55 hps Cag nyv g

~orth Carpling Residents North Carolina residents mav ahtam informanon ahout steps vou £an tabe 10 prevent adentih, thet f-om the
Norh Carohing Anormey General at hitps /nedog o Protectng-Consumers profegiing-y our-Jentn protect-y s tsel e trame dothe L e
at Nonh Carolina Office of the Anomey General, Consumer Protection Division <090 Marl Senoce Center Ralewgh S0 2750 osia
www nedoj gov, Telephone 877-566-7220 (all-free within Saorth Carolinag o ) R LSt A

Rhode Island Residents The Rhode Island Atiomey General may be reached ot 157 Seuth “ain Sereer Provdenze RL 200
www rag ngov, and 1 401-274-4400 Under Rhode Island law vou has ¢ the nght 17 shigin ans pobice repont filed in rezard -

event There s 1 Rhode Island resident impacied by this event

1k ¢

For Oregon residents You are advised to report am suspecied idenhity theft 1. law entriement niluling the Federa” Trade

Commission and the Oregon Atorney General

New Mexico Residents You have rights pursuant to the Fair Credit Reporting Act (FCRA) such avthe ruh 12 he il S infnrmanen
in your credit file has been used against you. the right to know what is 1n vour credit file. the right 17 ash for your crecit soofe and the
night 1o dispute incoriplete or inaccurate information Furnher, pursuant 1o the FCR A the comsymer reporting Bulelus Mus? Lorrelt of
delete inaccurate, incomplete. or unvenfiable information. consumer repoMing agendies mas not repont ot dated Devel e CRINITTAD R
access 1o vour file is imited, vou must wive vour consent for credit reports to be provided 1o empios €rs WA TR LT presreensd
offers of credit and msurance you get based on informauon in vour credit repon and vou mas scek damages om0 LET Y fea TR
have additional rights under the FCRA not summarized here ldentn theft vicums and actve-duts milnar Derarte Tans ipeiTe
additional nghts pursuant to the FCRA We encourage you to review sour nuhts pursuant to the FORA =owivng
hips "www consumer fic gov/sites/default/files/an cles'pdfipdf-0096-fair-credit-reporting-act pdf
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July 31 2023

Re Notice of Progress” MOVE Incident
To the Parent or Guardian of Al ) S

Paycom values the privacy and confidentiality of our employees’ and their dependents personal informatinn and
takes the protection of that information very seriously. As you may have seen in the news, threat actors exploited
a vulnerability in Progress Software Corporation’s (“Progress”™) MOVE software Unfortunately this recent data
security incident involved some of our current and former employees” and their dependents personal imformation

What Happened? Progress announced a previously unknown zero-day vulnerabihity in its MOVER software. a
file transfer platform that allowed an unauthenticated attacker to gain access to MOVEit databases

it has been widely publicized that threat actors exploited that vulnerability in Progress MOVE software. paiming
unauthorized access to sensitive data stored on servers for numerous orgamzations, U.5. government agencies
and others around the world that host the MOVEt software

We recently learned the MOVEit server had been accessed by unauthorized attackers 1n connection with the
MOVEit incident between May 28, 2023 and June 2, 2023

What Information Was Involved? Depending on individual circumstances, the compromised files may have
contained names. Social Security numbers, dates of birth, passport information, and emplovment authorization

card information

What We Are Doing. Paycom takes the privacy of your information seriously. and we are taking steps to prevent
a similar occurrence. To help protect your minor's identity. we are offering a complimentary 24-month
membership of Experian®’s IdentityWorks™ This product provides superior identity detection and resolution of
identity theft. To activate this membership and start monitoring your minor's personal information. please follow

the steps below:
\

Ensure that you enroll by. November 30, 2023 (Your code will not work after thus date.)

Visit the Experian [dentity Works website (o unrull'—

Provide your activation code
Provide your minor’s informalion when prompted

If you have questions about the product, need assistance with identity restoration for your minor or would like an
allernative 1o enrolling in Expenian Identity Works online. please contact Experian’s customer care team at 888-
197-0091 by November 30, 2023. Be prepared to provide engagement number [ as proof of eligibiliry
for the idenuity restoration services by Experian.



ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKSN
MEMBERSHIP:

A credit card is not required for enrollment i Expenan Identity Works

You can contact Experian immediately regarding any fraud issues, and have access 1o the followmg features
once vou enroll 1n Expenan IdentityWorks for vour mimor

« Social Security Number Trace: Monitoring to determine whether enrolled minors in your household
have an Experian credit repor. Alerts of all names, aliases and addresses that become associated with
your minor’s Social Security number on the Experian credil report.

« Internet Surveillance' Technology searches the web, chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web

» ldentity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud

» Experian IdentityWorks ExtendCARE™: Receive the same hi gh-level of 1dentity Restoration
support even after the Experian ldentity Works membership has expired

Up to $1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthorized
electromc fund transfers

If you believe there was fraudulent use of your minor's information and would like to discuss how you may be
able to resolve those 1ssues, please reach out to an Experian agent at 888-397-0091 If. after discussing your
situation with an agent. 1t 1s determined that Identity Restoration support is needed, then an Experian Identity
Restoration agent 15 available to work with you to investigate and resolve each incident of fraud that occurred
(including, as appropriate. helping you with contacting credit grantors to dispute charges and close accounts.
assisting you 1n placing a freeze on vour credit file with the three major credit bureaus, and assisting you with
contacting government agencies to help restore yvour identity to its proper condition).

Please note that this Identity Restoration support 1s available to your minor for 24 months from the date of this
letter and does not require any action on your part at this time, The Terms and Conditions for this offer are located
at www ExperianlDWorks.com/restoration. You will also find self-help tips and information about identity
protection at this site.

What You Can Du. We encourage vou to remamn vigilant against incidents of identity theft and fraud by
monitoring your financial account statements and reviewing your credit reports for suspicious activity

For More Information. We understand you may have additional questions not addressed by this letter If you
have questions, please contact us at 888-397-0091 toll-free Monday through Fnday from 8 a.m.to 10 p.m Central,

or Saturday and Sunday from 10 am to 7 p.m. Central (excluding major U S. holidays) Be prepared to provide
vour engagement nurnher_

We regret any inconvenience caused by this incident
Sincerelv

Paycom

Phe Identity Theft Insurance 1s underwnnen and administered by Amencan Bankers Insurance Company of Flonda, an Assurant

company  Please refer w the actual policies for terms, conditions, and exclusions of coverage Coverage may nol be available i all
cuftsthiction:



Steps You Can Take to Further Protect Your Information

Complimentary Identity Menitoring Services: We encourage you 1o activate the fraud detection and credit monitoring tools through

Experian®'s IdentityWorks®™!, which are provided as a complimentary 24-month membership To stan monitoring your persongl
information, please follow the steps above

ommended by some state laws that vou remain vigilant. review vour relevan! account statements

Reviewing credil reports: It 15 rec
to report any suspected idenbiry theft to law

and monitor your credit reporis for suspicious actvity Some stale laws advise you
enforcement, vour state’s Attomey General, and the Federal Trade Commission Under U S law. you are entitled to one free credit
report annually from each of the three major credit bureaus To obtain a free annual credit repor. £0 10 WWwW annualcreditreport com or
call 1-877-122-8228 You may wish to slagger your requests so thal you receive a free repont by one of the three credit bureaus even

four months

Equifax Experian TransLUimon

PO Box 740241 PO Box 2002 PO Baox 2000
Atlanta. GA 30348 Allen, TX 75013 Chester. PA 19022
8BB-3TB-4329 RRB-397-3742 800-916-8800

www equifax com W EXPenAan com wwl fransumon com

You should also know that you have the right o file a police report if you ever experience identity fraud Please note that in order to file
a cnme report or inaident report with law enforcement for idenuty theft, you will Iikely need to provide some kind of proof that you
have been a vicim A police report is often required to dispute fraudulent items You can repor suspected incidents of idennry thefi 1o
local law enforcement or 1o the Anomev General

Fraud Alerts: At nocharge. vou can also have these credit bureaus place a “fraud alert” on your file that alerts creditors 1o take addizonal
steps to verify your identity pnor to granung credil in your name This can be done by contacting the credit bureaus by phone and also
via Experian’s or Equifax’s website Once you place a fraud alert at one credit bureau, that bureau is required t2 noofv the other mo
and have alerts placed on vour behalf Note, however. that because the aler tells creditors to follow certain procedures 10 protect »ou. 1t
mav also delay vour efforts 1o obiain credit while the agency venfies your identity

Security Freezes: You have the nght to place a secunty freeze on your credit report al no cost to you A secunty freeze 1s intended to
prohibi a credit reporting agency from releasing any information from & consumer's credit repon withoul wnnen suthonzauoen
However please be aware that placing a security freeze on your credit report may delay. interfere with. or prevent the umely approval
of any requests you make for new loans, credit morigages. employment, housing or other senvices

To place a security freeze on vour credit report. you must send & writien request fo each of the three major consumer reporung agencies
by regular, cenified or overmght mail In order to request a secunity freeze, you will need to provide the followang information (11 full
name (includmg middle imtial and any suffixes), (2} Socal Secunty number. (3} date of burth, (4) current address and previous addresses

for the past five years, (5) proof of cument address. such as a current utthty bill, bank statement. or insurance statement (&1 a legible
photocopy of a government sssued identification card istate driver s license, military idenuficanon. etc ). (7} any applicable incident

report or complaint with a law enforcement agency or the Registry of Motor Vehicles

You may vbtain infarmation from the Federal Trade Commission and the credit reporting agencies about fraud alems and secunny
freczes

Additional Information You can obtan additional information about the sleps you can take to avond 1dentity thefi from the following
agencies The Federal Trade Commission also encourages those who discover that their informauon has been misused to file a complaim

with them

Identity Theft Clearinghouse, Federal Trade Commission. 600 Pennsylvama Avenue. W Washington. DC 20380
www consumer govidthefl, 1-877-IDTHEFT (438-4318), TTY 1-B66-633-4261

Distnet of Columbis Residents You may contact the Office of the Antomey General for the Distnet of Columbia. 441 Ath Streer SW
Suite 110 South. Washington D C 20001, https //www oag de govi. 1-202-717-3400

“anland Residents You may contact the Office of the Maryland Attomey General. 200 St Paul Place. Balhmore, MD 21202,
hirp www marylandanomneygeneral gos . 1-888-743-0023 The Office of the Maryland Anomey General mav be able 1o provade vou
with infirmation about the steps vou can take to svond identiny theft

\awachusetts Residents Under Massachusetts law. Massachusetts residents have the right to obtain am police repon filed in regard 1o
s inoident 11 vou are the victim of identity theft. vou alse have the rght 1o file a police repon and obtain a copy of il



~ew York Residents New York residents may conlact the lollowing stale agencics that provide information regarding secunty hreach
response and identity thefl prevention and protection nformanon the New York Depariment of State Divisinn of { onsumer Protection,
One Commerce Plaza. 99 Washingion  Ave.  Albany NY 12273100 S %-474-K5HY 7 |-BIRL00T-1220,
hiip owww dos ny goviconsumerprotechon, and the New York State Office of the Atomey Creneral, The Cepitol, Albany %Y 12224-

340, 1-800-771-TT55, hitps ag ny pov

North Caroling Residents North Carolina residents may oblain information ahont steps you can take 1o prevent identity theft from the
North Caroling Attorney General at hitps fincdoy gnu!prmu:ling-cnnwmr:rv'pmdL-Ltingﬁyuur-idcnt|rwpmtecl-ynursctl‘-frum-idameﬁ! or
al Narth Carolina Office of the Attorney General, Consumer Protection Division. o1 Mail Service Center Raleigh, NC 27659-5001
www ncdoj gov. Telephone 877-566-7226 (1nll-free within North Caroling) or 159107 16-0400

Rhode Island Residents The Rhode [sland Attorney General may be reached 4t 150 South Main Street, Prowidence, RI 02903
www niag n gov, and 1-401-274-4400 Under Rhode Island law you have the right 1o obtain any police report filed in regard to this
evern There 1 | Rhode Island resident impacted by this event

For Oregon residents You are advised lo report any suspected idenuty theit 10 law enforcement. including the Federal Trade
Comrmssion and the Oregon Attorney General

New Mexico Residents You have rights pursuant to the Fair Credin Reporting Act (FORA). such as the right to be 1oid 1M informauen
in your credil file has been used against you, the right 10 know what is in your credit file. the right to ask for your credit score, and the
rght to dispute incomplete or inaccurate mformanon Furher, pursuant 1o the FCR A, the consumer reporting hureaus musi Ccommec! Of
delete inaccurate. incomplete, or unvenfiable informanon, consumer reporling agencies may nol repon outdated negative information

access to your file 15 imited, you must give your consent for credit repons 1o be provided to employers, vou may limit ~prescreened”
offers of credit and ir surance you get based on information 1n your credit repon. and you may seek damages from viclalor You mav
hav_e addional nghts under the FCRA nol summanized here Idenuty theft victims and active-duty military pessonnel have specific
addinonal nghts pursuami to the FCRA  We encourage you 1o review your nghls pursuant lo “the FCRA by isitng
hitps {fwww consumer fic govisies'defaulvfiles/arucles/pdfipd-0096-farr—credit-reporting-act pdf
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July 31 2023
Re Notice of Progress® MOVEit Incident

To the Parent or Guardian of HiIN.) SN

Paycom values the privacy and confidentiality of our employees™ and their dependents” personal information and
takes the protection of that information very seriously. As you may have seen in the news. threat actors exploited
a vulnerability 1n Progress Software Corporation’s ("Progress ") MOVEIt software. Unfortunately. this recent data
security incident involved some of our current and former employees’ and their dependents” personal information

What Happened? Progress announced a previously unknown zero-day vulnerability in its MOVEIt software. a
file transfer platform that allowed an unauthenticated attacker to gain access to MOVEIL databases.

It has been wadely publicized that threat actors exploited that vulnerability in Progress” MOVEt software. paming

unauthonzed access to sensitive data stored on servers for numerous organizations, U.S. government agencies
and others around the world that host the MOVEit software

We recently leamed the MOVEIL server had been accessed by unauthonzed anackers in connection with the
MOVEIt incident between May 28, 2023 and June 2, 2023

What Information Was Involved? Depending on individual circumstances, the compromised files may have

contained names, Social Security numbers, dates of birth, passport information. and emplovment authorization
card information.

What We Are Doing. Paycom takes the privacy of your mformation senously. and we are taking steps 1o prevent
a similar occurrence To help protect your minor's identity. we are offering a complimentarv 24-month
membership of Experian®’s IdentityWorks™ This product provides superior identity detection and resolution of
identity theft To activate this membership and start monitoring your minor’s personal information. please follow
the steps below:

¢ Ensure that you enroll by November 30, 2023 ( Your code will not work after this date )
* Visit the Experian ldentity Works website to enroll’

* Provide your activation code

¢ Provide your minor’s information when prompled

If you have questions about the product, need assistance with identity restoration for your minor or would like an
altemnative to enrolling in Expenian ldentityWorks online, please contact Experian’s customer care team at B88-
397-0091 by November 30, 2023, Be prepared to provide engagement number -as proof of eligibility
for the identity restoration services by Experian



ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

A credit card is not required for enrollment in Expenan IdentityWorks

You can contact Expenian immediately regarding any fraud issues, and have access to the following features
once vou enrell in Expenan ldentityWorks for your minor

* Social Security Number Trace: Momitoring to determine whether enrolled minors in your household
have an Experian credit report. Alerts of all names. aliases and addresses that become associated with
your minor s Social Security number on the Expenan credit report

Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24 7 to identify
trading or selling of your personal information on the Dark Web

Identity Restoration: Identity Restoration specialists are immediatelv available to help you address
credit and non-credit related fraud.

Experian ldentityWorks Extend CARE™. Recerve the same high-level of Identity Restoration
support even after the Expenan Identity Works membership has expired.

Up to S1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthonzed
electronic fund transfers

If vou believe there was fraudulent use of your minor’s information and would like to discuss how vou may be
able to resolve those issues. please reach out to an Expenan agent at 888-397-0091 If, after discussing vour
situation with an agent. 1t 1s determined that Identity Restoration support is needed, then an Expenian Identiny
Restoration agent 1s available to work with vou to investigate and resolve each incident of fraud that occurred
(including, as appropriate. helping vou with contacting credit grantors to dispute charges and close accounts.
assisting vou in placing a freeze on your credit file with the three major credit bureaus. and assisting you with
contacting government agencies to help restore vour identity to its proper condition)

Please note that this Identity Restoration support is available to your minor for 24 months from the date of this
letter and does not require a1'1y action on your part at tis time The Terms and Conditions for this offer are located
at www.ExperianlDWorks.com/restoration. You will also find self-help tips and information about idenuity
protection at this site

What You Can Do. We encourage you to remain vigilant aganst incidents of identity theft and fraud by
monitoring vour financial account statements and reviewing your credit reports for suspicious activity

For More Information. We understand vou may have additional questions not addressed by this letter 1f vou
have questions, please contact us at 888-397-0091 toll-free Monday through Friday from 8 a.m to 10 p m. Central.
or Saturday and Sunday from 10 am. to 7 p.m. Central {excluding major U S holidays). Be prepared to provide
vour engagement number B100010

We regret any incon enience caused by this incident.
Sincerely

Pavcom

ini ' i ! 1
* Ihe Idenun Theft Insurance 1s underwriften and administered by Amencan Bankers Insurance Company of Fl-a:.da. ar; :iw::?:u
rMpany Please refer 1o the acrual policies for terms. condinons. and exclusions of coverage Coverage may not be avariable
wir b
sarsdiciiumy

. I



Steps You Can Take to Further Protect Your Information

Complimentary Identity Monitoring Services: We encourage you 10 activate the fraud detection and credil muftitnnng tools through
Experian®’s IdentityWorke™, which are provided as a complimentary 24-month membership To stari monitonng your personal
informauon, please follow the steps above

Reviewing credit reports: It is recommended by some state laws that you remain vigilant. review your relevant account statements.
and monitor vour credit reports for suspicious aclivity Suine siate laws advise you 1o report any suspected identity theft to law
enforcement. your state’s Artomey General. and the Federal Trade Commission Under U S law. vou are entitied to one free credit
repont annually from each of the three major credit bureaus To obtain a free annual credit report. go 10 www annualcreditreport com or
call 1-877-322-8228. You may wish to stagger your requests so that vou receive a free report by one of the three credit bureaus every

four months

Equifax Experian TransUinion

PO Box 740241 PO Box 2002 PO Box 2000
Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022
BRB-378B-4329 RER-397-3742 B00-915-ER00

www equifax com WWW EXPETIAN cam WWW Eransunion com
¥ou should also know that vou have the right to file a police report 1f you ever expenence identity fraud Please note that in order 1o file
a cnme report or incident repon with law enforcement For identity theft, you will likely need to provide some kind of proof that you

have been a vicim A police report is often required to dispute fraudulent items You can report suspected incidents of idennny thefi to
local law enforcement or to the Anomey General

Fraud Alerts: At nocharge. you can also have these credil bureaus place 3 “fraud alert” on your file that alerts creditors to take addinonal
steps to verify your identity prior to granting credit in your name This can be done by conracting the credn bureaus by phone and also
via Expenan’s or Equifax’s website Once you place a fraud alen at one credit bureau, that bureau is required 1o notify the other two

and have alents placed on your behalf Note, however. that because the aler tells creditors to follow cerain procedures 1o protect yvou. 1t
may also delay vour efforts to obtain credit while the agency verifies your identity

Security Freezes: You have the right to place a security freeze on your credit report at no cost to you A secunty freeze 15 intended to
prolubit a credit reporting agency from releasing any information from a consumer's credit report without wntien authorizauon
However. please be aware that placing a secunity freeze on your credit report may delay, interfere with. or prevent the umely approval
of any requests you make for new loans. credit morgages, employment, housing or other services

To place e secunty freeze on your credit report. you must send a written request 10 each of the three major consumer reporting agencies
by regular, certified or overnight mail In order to request a secunty freeze, you will need to provide the following information (1) full
name (including middle imual and any suffixes). (2) Social Security number, (1) date of birth, (4) current address and previous addresses
for the past five years. (5 proof of current address. such as a current utility bill, bank statement, or insurance statement. (6] a leuible
photocopy of @ government issued 1dennfication card (state dnver's license, military identification. ete 1. (71 any apphicable incident
report of complaint with a law enforcement agency or the Registry of Motor Vehicles

You may obtain information from the Federal Trade Commussion and the credit reporting agencies about fraud alens and secunty
{reezes

Additional Information You can obtain additional information about the steps you can take 10 avoid dennty theft from the following

agencies The Federal Trade Commission also encourages those whao discover that their information has been misused to file a complaini
with them

Idenuty Theft Clearinghouse, Federal Trade Commission. 600 Pennsylvania Avenue, NW Washingion. DC 20580
www consumer govidtheft. 1-877-IDTHEFT (438-4338), TTY 1.R66.653.426]

District of Columbia Residents You may contact the Office of the Antorney General for the Disinct of Columbis 441 4th Street NW.
Surte 110 South. Washington D¢ 20000 hips Zwww oaw de wow/, 1-202-727-3400

Manvland Residents You may contact the Office of the Maryland Attorney General, 200 St Paul Place. Balumore. MD 21202

hup fwww marylandattorneygeneral gov 1-888-743-0023 The Office of the Maryland Antomey General may be able to provide vou
with information about the steps you can take to avoid identity theft

“assachusetts Residents Under Massachusens law, Massachusetts residents have the nght to obtain any police report filed 1n regard 10
this incident If vou are the victim of identity theft, you also have the right 1o file a police report and obtain a copy of it



Wew York Residents New York residents may contact the following state agencies that provide mformation regarding secunty hreach
response and identity thelt prevention and protection informauon the New York Department of State Division of Consumer Protection,
One  Commerce  Plazga, 99 Waslungton  Ave,  Albany., NY  12231-0001, 518-474-8583 / 1-800-697-1220
http riwww dos ny gov/consumerprotection, and the New York State Office of the Auomey General. The Capitol, Albany, NY 12224-
0341, P-BO0-TTL-T755, hitps /Mag ny gov

Morth Carolina Residents MNorth Carolina residents may oblan information about sieps you can take to prevent idenuty thefi from the
North Carolima Attorney General at hitps /incdoy gov/pratecting-consumers/protecting-your-identity/protect-yourself-from-id-thefl/ or
al' North Carolina Office of the Attorney General. Consumer Protection Division, 9001 Mail Service Center Raleigh, NC 27699-9001.
www ncdoj wov. Telephone 877-566-T226 (toll-free within North Carolina) or 1-919-716-6400

Rhode Island Residents The Rhode Island Attomey General may be reached at 130 South Mamn Street, Providence, RI 02903.
www nag i gov. and 1-401-274-4400 Under Rhode Island law. you have the right to obtain anv police report filed in regard 1o this
event. There 1s | Rhode lsland resident impacted by this event

For Oregon residents You are advised to report any suspected idennty theft to law enforcement. including the Federal Trade
Commssion and the Oregon Attorney General

New Mexico Residents You have nghts pursuant to the Fair Credit Reporting Act (FCRA), such as the nght to be 1old if informanon
w0 vour credit file has been used against you. the right to know what is in your credit file, the nght to ask for your credit score. and the
right to dispute incomplete or inaccurate information Fumher. pursuant to the FCRA. the consumer reporting bureaus must correct or
delete inaccurate, incomplete, or unverifiable information, consumer reporhing agencies inay not reporn outdated negatve informanon,
access to your file 1s limited. you must give your consent for credit reports 1o be provided 10 employers. you may himit “prescreened”
otfers of credit and insurance you get based on information in vour credit repon, and you may seek damages from wiolator You may
have additional rights under the FCRA not summarized here ldenuty theft victims and actve-duty milnary personnel have specific
additional rights pursuant to the FCRA We encourage you to review your nghis pursuanmt to the FCRA by wisiting
hitps //www consumer fic gov/sites'defaul Vfiles/articles/pdfpdf-0096-fair-credit-reporting-act pdf
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Pay com values the privacy and conlidentuality of our emplovees and therr dependents” personal information :Ir?dj
tahes the protection of that mformation seny senouslh As vou may hase seen i the news threat actors exploited
avulporabality o Progress Sobiwarg Corporation’s | Progress MO T salinare L ntortunately . il rq.:l..'i. il data
secutity incdent i olyed some ol owr current and lonner emplovees” and then dupandunts pu rsonal information

W hat Happencd? Progress announced @ previously unknowsn sero-das vulierabihn moats MOVER soltware a
file transter platform that allowed an unauthenticated attacker 1o gam aceess o MOV databases

It has been widely publicrzed that threat actors explonted that sulnerabihity in Progress” MOVt soflware. gamning
unavthorsed access o sensitne data stored on servers for pumerons orgamseions THS gosernmont agencics
and others around the world that host the MOV 1 sofivware

W reenihy learmed the MOVE it server had been aceessed by unaothornzed attackers  connection wath the
MOVE I inedemt between May 28 2028 and June 2, 2023

What Information Was Invelved? Dependimg on mdividual corcomstanees the compromised Bles man have
l vontmned pames. Social Secuni numbers, dates of lieth passport intonmanen and emplos ment authonzation
wadrd information

What We Are Doing. Pavcom takes the privacy of vour information serouwsly, and we are taking steps 1o present
4 simidar occurrence To protect vour idenuty, we are offering a complimentars 24-month membership of
Cxpenan’ '« Identis Works™' This product provides vou with supenior idenniy detection and  resolution of

rhentny thelt To actvate your membership and start montoring vour personal miormation, please Tollow the
sheps b lom

*  losure that vou enroll by Sovem ber 30, 2023 1Y our code will not war

= Vit the 1 aponan Idenim Works website o enrl|
= Provide sour activation code

IFvou have questions about the product. need assistance with idennty testongtion on would ke an alternatie 1o

enralling in b speran ldentn Works anline, please contact | SPRLIEN S Sl T Core leam at BER Q70009 s
| November 3, 2023, Be preparad o provide crsapement number as prool ol bl tor the wdeniity
restaralion services o 1 spernan

l-"}-'h"""'“'- -
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ADDITIONAT DEFATS REGARDING YOUR 24-MONTHT APERIAS IDESFITYWORRS
MITBE RSHIT

S credit card e mat rogquired Tor enrollment o b spenian fdentis Works

Y ow e contact 1 sponan immediately rosidimg any frawdssees and e aeeess 1o the follosane loatune ones
vorrenpollan D sperian Blentin ootk

s baperian credit report at signup: See s hatmfarmtion i seaooted wirhovour credit Bile Thaly crednt
reports are analable for onbne mwanlwrs anly

s redit Montoring: Sctvels momtors Tapenan hile Foe i atons of Traud

o Identity Restoration: Tdentits Restoraion apents i nvmednateds available o help vonaddees cradit

and ponecredn welated Taod

o Faperian Identin Works Eatend CARE P Yoy evenve the
cupport even after vour Tsperian ldentin Warks memberstinp has oypared

« Up to $1 Million ldentity Theft Insurance: Provades coverape for cortimn costs and unauthonzed
Clog tron T pransters

e hoshedoved of Tdentiy Restoranon

I vou bolieve there was fraudulent use ol your infonmation and would Bhe 1o disguss Tiow ot me b alile 1

Jenn al KRE-ET e b I i g unsrne oun it

resolve Those sstes pledse reach out tan Eaperan 4
lod then an bapertan Identiny Restorabion

with an aeent s deerminad that denuts JRustonation support is i,
avent v v nibable towork with vou o mvestizdte and resalve e
CrAnlors i -.Ilﬁi‘nl.h_ clrees and clise secnnnts sl o i

areaus ond assisbng vou with contaenng

tont ot fraud thet vegotie. ondidme -

appropriate helping wou with contacting credil
placimg 4 treese on vow credil file with the three magor credit
son ernmicnt auencics o help restore vour dentiin 1o s proper conditian

moddents of identity theft and Traud Iy

What You Can Do, We encourage sou o ramin vigrlant agarns
reports tor suspicious Jdelis "y

monitaring vour tinenual account statciments and roviewing Y our credit

For More Infurmation, We understand you may s e additonal guesiiees tol addreseed By ths lener 1 vou

walians, ploise contac us al SRE- 3970081 wll-free Mondan throuzh ] ndas from Sam o lopm Central,

huv e gu
am o7 pm Central fescluding major 1+ 6 holdan s Be prepared to provide

or Saturday and Sunday from 10
vour engagement number BHIHOY

Woe regrel any 1ncons emence caused by this incident
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July 31, 2023

Re Notice of Progress” MOVER Inadent

To the Parent or Guardan uf-

Paveom values the privacy and confidentiality of our emplovees” and their dependents” personal information and
takes the protection of that information s en sertoushy . As vou may have seen i the news, threat actors exploited
avulnerabulity in Progress Sofiware Corparation’s (“Progress” ) MOV soliware Unforunately. this r:.‘cuntdutn
seeurity neident im ol ed some of vur current and former employees” and their dependents” personal information

What Happencd? Progress announced a previously unknown zero-day vulncrability inits MOVE® soflware. a
file transfer platform that allowed an unauthenticated attacher to zam aceess (o MOWVED databases

11 has been widely publicized that threat actors exploned that vulnerabnlity in Frogress MOV software, Eamimg

unauthonized access to sensitve data stored un servers lor numerous organizitions. U1S government agencies
and others around the world that hos the MOV soliware

We recently learned the MOVEI server had been accessed by unauthorized attachers in connection with the
MOVE incidem between May 28, 2023 and June 2, 2023

What Information Was lnvolyved? Depending on individual circumstances,
contained names, Social Sucunity numbers, dates of birh.
card informanen

the compromsed files may have
passport information. and cmployvment authorsation

What We Are Doing. Paycom tahes the privacy of vour infonma
a similar occurrence To help protect your minor's identity,
membership of Experian' s 1dentity Works™
wentity theft To activare
the steps below:

lon seriously . and we arc taking steps w prevent
we are oflenng a complimentary 24-month
This product provides supenor identity detection and resolution of'
this membership and start monitoning vour minor's personal information. please follow

* Ensure that vou enroll by November 30, 2023 (Your code will no
* Visit the Experian IdentityWorks webisite 1a o roll
*  FProvide vour activation code

*  Provide your minor's information when prompled

I v ou have questions about the product. necd assistance with idenity restoration for sourminor or would like an
alternutive to enrolling in Lxperi

an ldentity Works online, please contact Lxperian s 1er care team at 888-
397-009) by November 30, 2023, e preparcd 1o provide engragement 11ul11!\urﬂ:ﬁ prool of eligibilipy
fur the identity restoration services by Bsperian '

Crgagemert h—




ADDITION AL DELAILS REG ARDING THE 24-MONTIHE AFRIAN IDESNTITYWORKS
M MBERSHITE:

A eredit card 1= not required tor cnroltment i b spenan ldontingWoorks

You can centact T aperan immediately revardmg am fraud sssues and have acees 10 the tallowing featuies
once ot enroll o b sporan Tdentity Woorks S voum minor

s Social Seeurity Sumber Trace: Momtorng 1o determing whether coralfled minors in S howschold
have an b aponan credit ieport Alerts of all mames ahases and addiesses that become assoctated with
vour minor s Soctal Securtty number on the T speran credit report

» Internet Surveillance Technology searches the w. b chat rooms & hullenn boards 2 7 toodeniihy
trading or selling of vour personal mtormation on the Dark Web

* Identity Restoration: Tdentity Restoration specialists are mimcdiately avaniahle o help vou addicss
credin and nonecredint related fraud

»  Faperian Identity Works FutendC ARE™ Recene the same high-level ol Identity Restoranon
support vven afler the D spenan Identin W orhs memboship has eapired

= L ptos! Million ldentity Theft Insurance®: Pronades cosvcrage for certain costs and unauthonzed
L‘li.:l...'lll.'ll‘llt, llil'ld Translcis

I vou beles ¢ there woas Traudident use of vour mimer s imformatin and wonttld Tk oy discuss Jovss o s be
able o resobe those oo, pleace teach vut fooan Dapenan agent al KRR ZUTLO0T BT atter discissang vour
situation wath o agent s determined that Identity. Restoratian support i needed. then an bapenan Idontimn
Restoration aeent s avnlable o work with vou i esiigate and reeuly e cach incident of fraud that evcured
cncludmg s appropriate. belping vou wath contaching credit grantors o dispute charges and sy degonnis
assisting voun i placmg a frecse onosour credit Lile with the theee maygor crednt hureaus. and assishiig wou with
ORI LRI S0 ST dge iy 1o help restore sour identiis o als prope vondituon)

Pleise note that this Identin Restoration suppart s avanlable to vour mior tor 24 months Trom the date of this
letter and dows not require any action on your part at this tme - The Terms and Conditions for this offer are focated
at www [ aperantDWorks com restorauon you will also find sclt-help nips and mivrmanon aboet dentin
profeciiom at this site

What You €an Do. We encourage vou o reman vigilant against mardents of ety thett and faud by
monianng vour financial account statements and resiewing vour credit reports for suspioious achin ity

For More Information, We undorstand vou mav have addinonal guestions nat addicssed v s Tonter 18 vow
hat © questions. please contact sl 885 397-009 1 1all-free Monday through | nday rom Sam o fpm Central
or Saturdas and Sunday lrom 10am o7 pm Central feveluding magor U'S holidas sy Be prepared to provide
L pur engagement number B 1000 D

W rearel any incom cnienee caused by this meident
Siacerely

£ com

" b Wdentts Fhefi Tnecrance 1 0m Jera ranten and aslimmestared S teeann Dhenbor s Dsoranee £ aampans ul T londa an Nssarant
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Steps You Can Take to Further Protect Your Information

Complimentary Identity Monitoring Services: We encourage you 1o activate the (raud detection and credit monitoring toals through
Expenan®'s ldentityWorks™, which are provided as a complimentary 24-month membership Te start momionng your personal
mformanon. please follow the sieps obove

Reviewing eredit reports: 1t is recommended by some state laws it you remain vigilant, revivw your relevant account siatements.
and moniier your credit reports for suspicious activity Some state laws advise you lo reporl any suspected idenuty thefl 1o Ii!'-_#
enfrucement, vour slate’ s Anomey General, and the Federal Trade Commission Under U'S law. you are enttled 1o one free credit
report annually Trom each of the three mojor credil bureaus To ohtain o free annual credil report go ta wis snnualereditrepor com or
call 1-877-322-8228 You may wish 10 stagger your requests so that you receive a [ree report by one ol the three credil bureaus every
four moenths

Equilax Experian TransLimon

PO Box 740241 POy Box 2002 PO Box 2000
Atlamia, G 10348 Allen, T 75013 Clhester, PA 19022
EAR-1TR-4120 BRE-107.17472 HOL-31 61-HR00

www cquifay com WWW EXperian com W ITANSUTION Lo

You should also knaw that you have the right 1o file a police report if you ever experienee idenuty faud Please note that in Hﬂ? er 1o file
a cnmic repon of maident report with law enforeement for identity then, you will likely need 1o provide some kind of prool that you
have been a victim A palice report is oflen required 1o dispute fraudulent items You can report suspected incidents of idenuty theft 1o
local law enforcement or to the Auomey General

Fraud Aleris: Atno charge. vou can also have these credit bureaus place a “fraud alert” on your file that alens creditors to 1ake additional
steps 10 verify vour identity prior to granting credit in your name This can be done by contacting the credit bureaus by phone and also
via Experian’s or Cquifax's website Once you place a fraud alert at one credit bureau, that bureau is required 10 notify the other two
and have alerts placed on your behalf Note, however, that because the aler tells credilors to fullaw certain procedures to protect you, it
may also delay your efforts 1w obrain credit while the agency verifies vour identity

Security Freezes: You have the right to place 2 security frecze on your credil report 8t no cost to you A securily freeze is intended 1o
prolibit & credit reporiing agency {rom releasing any information from a ceisumer's credit report without wrtten authorizution
However, please be aware that plaging a secunty (reeze on your credn report may delay, interfere with, or prevent the tmely approval
of any requests you make for new leans, credil mongages, employment, housing or other services

To place a secunty freeze on vour credil report, you must send A wntten request to each of the three Major consumer reporing agenuies
by rewular. certified or overnight mail In order 1o request a secunty freeze, you will need ta provide the following infermation (17 full
name {including middle initial and any suffixes). (2) Social Security number, (1) date of birth, (4) current address and previous addresses
for the pasi five vears, (5] proof of curremt address. such as a curremt utility bill, bank staicment, or insurance statement, (6) a legible
photocopy of & government issued identilication card (siate driver’s license, military idenufication, ete ), (7) any applicable incidenmt
repon or complamt with o law enforcement agency or the Registry of Motor Vehicles

You may obwin information from the Federal Trade Commussion and the credit reporting agencies aboul fraud olers and securiry
(reeses.

Additional Information You can obtain additional informaion about the steps vou can take 1o avoid identity thef from the following

agencies The Federal Trade Commission also encourages those who discover that their information hes been misused to file s complaine
with them

Identity  Theft Cleannghouse, Federal Trade Commission, 600 Pennsylvania  Avenue, NW  Washingon, DC 20880,
wiww gomsumer govadthelt, 1-877-IDTHEFT (438-4338), TTY |-Bo6-653-426]

District of Columbia Residems You may contect the Ofice of the Auorney General Tor the Disinet of Columbia, 441 4th Street Nw,
Suite |10 South, Washington D C 20001, hips fwww cag de gov, 1-202-727-3400

Maryland Residents You may contact the Office of the Murvland Anormey General, 200 St Paul Place, Baltimore, MD 21202,
hitp Hwww marylandaitomeygeneral gov, 1-838-743-0023 The OMice of the Maryland Anomey General may be able to provide you
with information about the steps you can take o avoid idemity thef

Massachusens Residents Under Massachusctts law, Massachusetts residents have the right 1o obioin any police report filed in regard 1o
this incident I you are the vietim ol identity thelt, youw also have the right to file a police repon and ohiain a copy of it
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July 31, 2023

lte Notiee of Progress” MOVLIL Inaident

To the Parent or Guardian m_

Paycom values the privacy and confidentiahity of our employees™ and their dependents persanal information and
takes the protection of that information very seriously. As you may have seen in the news, threat actors exploited
a vulnerability in Progress Sofiware Corporation’s { “Progress” ) MOVEIt soltware Unfortunately. this recent data
secunity incident imy olved some of our current and former employees” and their dependents” personal information

What Happened? Progress announced a previously unknown zero-day vulnerability in s MOVEN soltware, a
file transfer platform that allowed an unauthenticated attacker to gain access o MOV databases.

1t has been widely publicized that threat actors exploited that vulnerability in Progress’ MOVt soltware. paining
unauthorized access o sensitve data stored on servers for numerous organizations. LS povernment agencies
and others around the world that host the MOVt sollware

We recently learned the MOVER server had been accessed by unauthonzed attachers in connection with the
MOVEILincident berween May 28, 2023 and June 2, 2025

What Information Was Involved? Depending on individual cireumstances, the compromised files may have
contained names, Social Security numbers, dates of arth, passport information, and employment authorization
card information

What We Are Doing. aycom takes the privacy of your infermation senously . and we are laking steps o prevent
a similar occurrence. To help protect vour minoe's adentity, we are offering a complimentary 24-month
memhbership of Laperian’ s Tdentity Warks™ This product provides supenor identiny detection and resolution of
denuity theft Toachivate this membership and start moniterimg vour mimer’s personal information, please follow
the steps helow

o [nsure that vou enroll by, November 30, 2023 (Your code will not work atter this d
s Visit the Expenan TdentinyWorks swebsite 1o enroll;

s Provide vour activation code

s Provide vour minor’s mforation when prompled

If you have questions about the product, need assistance with ideniity restoration Tor v our minor or would like an
alternative to enrolling in Experian Identiy Works online, please contact Expenian’s customer care team at B848-
397-0091 by November 30, 2023, Be prepared 1w provide engagement munhur-n prool ol chigilulity
for the wdentity restoration services by Experian -

[ ——



ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKS

MEMBERSHIP:

A credit card is not required for enrollment in Expenan Identity Works

You can contact Experian immediately regarding any fraud issues, and have access to the following features

once you enroll in Experian ldentity Warks for your minor:

whether enrolled minors in your household

= Social Security Number Trace: Monitoring to determine :
addresses that become associated with

have an Experian credit report. Alerts of all names, aliases and
vour minor’s Social Secunty number on the Experian credil report
« Internet Surveillance. Technology searches the web, chal rooms & bulletin boards 24/7 1o identify
trading or selling of your personal information on the Dark Web.
= Identity Restoration: ldentity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.
» Experian ldentityWorks ExtendCARE™: Receive the same high-level of Identity Restoration
perian IdentityWorks membership has expired.

support even after the EX
Theft Insurance*: Provides coverage for certain cosls and unauthorized

= Up to $I Million ldentity
electronic fund transfers.

If you believe there was fraudulent use of your minor’s information and would like to discuss how you may be

able to resolve those issues. please reach out to an Experian agent at 888-397-0091. If, after discussing vour

situation with an agent, it is determined that Identity Restoration support 1s needed, then an Experian ldentity

tigate and resolve each incident of fraud that occurred

Restoration agent is available 1o work with you to inves
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts,
assisting you in placing a frecze on your credit file with the three major credit bureaus; and assisting you with

contacting government agencies to help restore your identity to its proper condition).

Please note that this Tdentity Restoration support is available to your minor for 24 months from the date of this
letter and does nol require any action on your part at this time. The Terms and Conditions for this offer are located
al www I}_'xpcrianFDWurks.cnm!restnmliun You will also find self-help tips and information about identity

protection at this sile

remain vigilant against incidents of identity theft and fraud by

What You Can Do. We encourage you Lo
and reviewing your credit reports for suspicious achivily.

monitoring your financial account statements

For More Information. We understand you may have additional questions not addressed by this letter. If you

have questions, please contact us al 888-397-0091 toll-free Monday through Friday from 8a.m. 1o 10 p.m. Central,
or Saturday and Sunday from 10 a.m. to 7 p.m. Central (excluding major U.S. holidays). Be prepared to provide

your engagement number B100010.

We regret any inconvenience caused by this incident,

Sincerely,

erican Wankers lnsurance Company of Tlorida, an Assurani

pntity Thefl Insurance is underwritten and administered by Am
Covernge may not be available in all

) Please refer o the actual policies {or terms, cunditions, and exclusions of coverage
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] Steps You Can Take to Further Protect Your Information
and credit momitoring tools through

¢ encourage you ta activate the fraud detectivn )
- To s1an monilonng your personal

Complimentary ldentity Monitoring Servicest W ci
Experian’ s Identitn Works™, which are provided as a complimentary 24.momth membership

fermation. please follow the steps above

vigilant, review your relevant account siatements,
J 1o report any suspected identity thell o law
¢ US law, vou are entitled 1o one fice credit
w6 10 www annualereditreport com of
three credit bureaus every

Reviewing credit reports: [1is recommended by some stane laws that you remain

and mannor vour credit reports for suspicious activity Some siale laws advise you

enforcement, your staie s Attomey General. and the Federal Trade Commission Unde
report annually from each of the three major credit bureaus To obtain a free annual credit report. .
call 1-877-372-8228 You may wish 1o slagger your requests so thal you receive 3 free report by one of the

four months

Equifax Experian Transl nion

PO Box 740241 PO Box 2002 PO Box 2000
Atlarna. GA 30348 Allen, TX 75013 Chester, PA 19022
RER-3T7R-4320 4HR-107-3742 B0 baﬁﬁl’)l.ll

LIRS c:|mf3x com WY c'«cpcria.:'. com W ErLnsaRion Com

You should also know that you have the right to file @ police report ifvou ever experience identin fraud Please note that in ﬂffffr o file
a cnme report of ingident report with law enforcement for identity theft, you will likely need to provide some hind of praot that you
have been a victim A police report is oflen required 1o dispute fraudulent items You can report suspected wncidents ol identiry theft 1o

Incal law enforcement or to the Atomey General

ace o “fraud alert” on your file that alens creditors 10 take addinonal

Fraud Alerts: Atno charge, you can also have these credit bureaus pl
credit bureaus by phong and also

sieps 1o verify your idenuty prior o granting eredit in your name This can be done by comecung the
|J wvia Cxpenan's or Equifat’s website Once you place a fraud alert a1 one credit bureau, that bureau is required Lo natify the other two
and ha. e alerts placed on your behalf Mote, however, thet because the alert tells creditors to follow cemain procedures fo protect you. il

mav also delay your efforts 1o obtain credit while the agency venfies your identity

A Security Freezes: You have the right 10 place a security freeze on your credil repon at no cost 10 you A security freeze s intended o
prohibit @ credit reporung agency from releasing any infarmation (rom 2 consumer’s credit report withou! watten authaorization
Huwever, please be aware that placing @ secunty freeze on your credit repon may delay, imerfere with, or present the imely appros al
of any requests you make for new laans, credit mostgages, employmens, housing of other services

To place a secunty freeze on your credil report, you must send o wnitien request 1o each of the three major consumer reparting agencies
by regular, certified or overnight mail In order to request a secunty (reeze, you will need to provide the tollowing information (1) full
name (including middle ininal and any suffixes), (2] Social Security number, (3) date of birth. (41 current address and previvus addresses
for the past five years. (5) prool of current address, such as a current utlity lll, bank swtement or insurunce statement. (&) a legible
photocopy of @ government issued idennfication card (siale driver's license, military idenufication, ¢ic ), {7) any applicable 1rmli_d::n:
repen of complaint wih a law enforcement agency or the Regisiry of Motoe Vehicles

You may obtain information from the Federal Trade Commission and the eredit reporting agencies aboat Traud alerts and secunty
MMeeses

Additional Information You can obtain addivonal mlermation ebout the steps you can take w avoid idennty theft from the following
agencics The Fedoral Trade Commission alse encourages thuse who discover that their information has been misused to file a complain
wiih them

Identity  Thell Clearinghouse, Federal Trade Commission, 600 Pennsylvama  Avenue, NW  Washington, DC 20580
www consumer povidthelt, 1-877-IDTHEFT (438-4338), TTY 1-Bbb-653-4261 N =VAB, :
I

hsinet of Columbia Residents You may contact the Office of the Atlorney General for the District of Columbin, 44
441 dth Sire
: Suite 110 South, Washingion D C 20001, heips #www ooy de gov/, 1-202-737-1400 th Street N

Marvland Residents You may contact he OMice of the Maryland Altormey General, 200 St Paul Pluce, Balumaore, MD 21202
l“.lp inwww marylandattomeygeneral gov, 1-B8E-743-0023 The OMice of the Marviand Auomey General may be able 1o provide ~.-.;-.-._;
with iformation about the sicps you can tike W averd identity thef . ’

Massachusents Residents Under Massachusens law, Massachusens residents have the nght to abram any police repont filed in regard 1o
this sncident |F you are the vienm of identity theft, you also have the nght (o file n police repor and obtain a copy of 1t

Engagement l-
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July 31, 2023
Re: Notice of Progress” MOVEit Incident
To the Parent or Guardian o

Paycom values the privacy and confidentiality of our employees’ and their dependents’ personal information and
takes the protection of that information very seriously. As you may have seen in the news, threat actors exploited
a vulnerability in Progress Software C orporation’s (“Progress”) MOVEL software. Unfortunately, this recent data
security incident involved some of our current and former employces’ and their dependents’ personal information

What Happened? Progress announced a previously unknown zero-day vulnerability in its MOVEit software, a
file transfer platform that allowed an unauthenticated attacker to gain access to MOVEit databases.

It has been widely publicized that threat actors exploited that vulnerability in Progress” MOVE:it software, gaining
unauthorized access to sensitive data stored on servers for numerous organizations, U.S. government agencies
and others around the world that host the MOVEit software.

We recently learned the MOVEit server had been accessed by unauthorized attackers in connection with the
MOVEit incident between May 28, 2023 and June 2, 2023,

What Information Was Involved? Depending on individual circumstances, the compromised files may have
contained names, Social Security numbers, dates of birth, passport information, and employment authorization
card information.

Yy hat Ye Arc Duing, "aycom luheo the privavy ul your information serivusly, and wearc laking sieps 1o prevent
a similar occurrence. To help protect your minor’s identity, we are offering a complimentary 24-month
membership of Experian® s IdentityWorks™. This product provides superior identity detection and resolution of
identity theft. To activate this membership and start monitoring your minor’s personal information, please follow
the steps below:

Ensure that you enroll by: November 30, 2023 (Your code will not work after this date.
Visit the Expenan Idmliinurki wiiiiti Iii enroll:

Provide your activation code:
Provide your minor’s information when prompted

- 5 B @

If you have questions about the product, need assistance with identity restoration for your minor or would li
alternative to enrolling in Experian ldentityWorks online, please contact Experian’s customer care team atﬂ

by November 30, 2023. Be prepared to provide engagement number-as proof of eligibility
for the identity restoration services by Experian.

ergagemen
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ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

A credit card is not required for enrollment in Experian Identity Works.

You can contact Experian immediately regarding any fraud issues, and have access to the following features
once you enroll in Experian Identity Works for your minor:

*» Social Security Number Trace: Monitoring to determine whether enrolled minors in vour household
have an Experian credit report. Alerts of all names, aliases and addresses that become associated with
your minor’s Social Security number on the Experian credit report.

« Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

» Experian IdentityWorks Extend CARE™: Receive the same high-level of ldentity Restoration
support even after the Experian Identity Works membership has expired.

» Up to $1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthorized
electronic fund transfers.

If you believe there was fraudulent use of your minor’s information and would like to discuss how you may be
able to resolve those issues, please reach out to an Experian agent at 888-397-0091. If, after discussing your
situation with an agent, it is determined that Identity Restoration support is needed, then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts;
assisting you in placing a freeze on vour credit file with the three major credit bureaus; and assisting you with
contacting government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to your minor for 24 months from the date of this
Jetter and does not require any action on your part at this time. The Terms and Conditions for this offer are located
at www.ExperianlDWorks.com/restoration. You will also find self-help tips and information about identity
protection at this site.

What You Can Do. We encourage vou to remain vigilant against incidents of identity theft and fraud by
monitoring your financial account statements and reviewing your credit reports for suspicious activity.

For More Information. We unde ay have additional questions not addressed by this letter. If you
have questions, please contact us a toll-free Monday through Friday from 8 a.m. to 10 p.m_Central,
or Saturday and Sunday from 10 a.m. to 7 p.m. Central (excluding major U.S. holidays). Be prepared to provide
your engagement numbe

We regret any inconvenience caused by this incident.

Sincerely,

Paycom

" The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
junsdictions.

crasgerert« [N




Steps You Can Take to Further Protect Your Information

Complimentary Identity Monitoring Services: We encourage you to activate the fraud detection and credit monitoring tools through
Experian®’s IdentityWorks™, which are provided as a complimentary 24-month membership. To start monitoring your personal

information, please follow the steps above.

Reviewing credit reports: [t is recommended by some state laws that you remain vigilant, review your relevant account statements,
and monitor vour credit reports for suspicious activity. Some state laws advise you 1o report any suspected identity theft to law
enforcement, your state's Attomey General, and the Federal Trade Commission Under U.S. law, you are entitled to one free credit
report annually from each of the three major credit bureaus. To obiain a free annual credit report, go to www.annualcreditreport com or
call 1-877-322-8228 You may wish to stagger your requests so that you receive a free report by one of the three credit bureaus every

four months.

Equifax Experian TransUnion

PO Box 740241 P.O. Box 2002 P.O. Box 2000
Atlanta, GA 303438 Allen, TX 75013 Chester, PA 19022
B88-378-4329 HBB-397-1742 BOM1-916-8800

www equifax com Www experian com Www transunion. com

You should also know that vou have the right to file a police report if vou ever expenence identity fraud Please note that in order to file
a crime report or incident report with law enforcement for identity theft, you will likely need to provide some kind of proof that you
have been a victim. A police report is often required to dispute fraudulent items. You can repor suspected incidents of identity theft to
local law enforcement or 1o the Attorney General.

Fraud Alerts: At no charge. you can also have these credit bureaus place a “fraud alert” on your file that alerts creditors to take additional
steps to verify your identity prior to granting credit in your name. This can be done by contacting the credit bureaus by phone and also
via Experian’s or Equifax's website Once you place a fraud alert at one credit bureau, that bureau is required to notify the other two
and have alerts placed on your behalf. Note, however, that because the alert tells creditors to follow certain procedures to protect you, it
may also delay your effons to obtain credit while the agency verifies your identity.

Security Freezes: You have the right to place a security freeze on your credit repart at no cost to you. A security freeze is intended to
prohibit a credit reponting agency from releasing any information from a consumer’s credit report without written authorization.
However, please be aware that placing a security freeze on your credit report may delay, interfere with, or prevent the timely approval
of any requests you make for new loans, credit mortgages, employment, housing or other services

To place a security freeze on your credit report, you must send a written request to each of the three major consumer reporting agencies
by regular, certified or overnight mail. In order to request a security freeze, you will need to provide the following information: (1) full
name (including middle ininial and any suffixes), (2) Social Security number, (3) date of birth; (4) current address and previous addresses
for the past five years; (3) proof of current address, such as a current utility bill, bank statement, or insurance statement, (6) a legible
photocopy of a government issued identification card (state driver’s license, military identification, etc.); (7) any applicable incident
report or complaint with a law enforcement agency or the Registry of Motor Vehicles

You may obtain information from the Federal Trade C ommission and the credit reporting agencies about fraud alerts and security
freezes.

Additional Information. You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused to file a complaint

with them,

ldentity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW  Washington, DC 20580,
www consumer gov/idtheft, 1-877T-IDTHEFT (438-4338), TTY: |-B66-653-4261.

District of Columbia Residents: You may contact the Office of the Attorney General for the District of Columbia, 441 4th Street NW,
Suite 110 South, Washington D.C. 20001, hrtps./Awvww oag de gov/, 1-202-727-3400.

Maryland Residents: You may contact the Office of the Maryland Attorney General, 200 St Paul Place, Baltimore, MD 21202,
hitp://www. marylandattomeygeneral gov, 1-888-743-0023 The Office of the Maryland Attomney General may be able to provide you
with information about the steps you can take to avoid identity thefl.

Massachusetts Residents: Under Massachusetts law, Massachuseits residents have the right to obtain any police report filed in regard to
this incident. If you are the victim of identity thefl, you also have the right to file 2 police report and obtain a copy of it.

ergagerment « [
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New York Residents: New York residents may contact the following state agencies that provide information regarding security breach
response and identity theft prevention and protection information the New York Department of State Division of Consumer Protection,
One Commerce Plaza, 99 Washington Ave. Albany, NY 12231-0001, S518-474-8583 /  1-B00-697-1220,
hitp //www dos.ny gov/consumerprotection: and the New York State Office of the Attomey General, The Capitol, Albany, NY 12224~

0341, 1-800-771-7755, https://ag ny @ov.

North Carolina Residents: North Carolina residents may obtain information about steps you can take to prevent identity theft from the
North Carolina Attorney General at https.//ncdoj .guv."pmtacting—cnnsumErs-"prmetling*}raura'idcntit}fr’pmtect-yourse!f-fmm—id*theﬂ.-" or
at- North Carclina Office of the Attorney General. Consumer Protection Division, 9001 Mail Service Center Raleigh, NC 276999001,
www.ncdoj gov, Telephone: 877-566-7226 (toll-free within North Carolina) or 1-919-716-6400

Rhode Island Residents The Rhode Island Attorney General may be reached at: 150 South Main Street, Providence, RI 02903,
www riag.ri.gov; and 1-401-274-4400, Under Rhode Island law, you have the right to obtain any police report filed in regard to this
event There is 1 Rhode Island resident impacted by this event

For Oregon residents You are advised to report any suspected identity theft to law enforcement, including the Federal Trade
Commission and the Oregon Attorney General

New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act (FCRA), such as the nght to be told if information
in your credit file has been used against you, the right to know what is in your credit file, the right to ask for your credit score, and the
right to dispute incomplete or inaccurate information. Further, pursuant to the FCRA, the consumer reporting bureaus must correct of
delete inaccurate, incomplete, or unverifiable information; consumer reporting agencies may not report outdated negative information.
access to your file is limited; you must give your consent for credit reports to be provided to employers; you may limit “prescreened”
offers of credit and insurance you get based on information in your credit report, and you may seek damages from violator. You may
have additional rights under the FCRA not summarized here. ldentity theft victims and active-duty military personnel have specific
additional rights pursuant to the FCRA. We encourage you to review your rnghts pursuant to the FCRA by visiting
hitps /fwww.consumer fic.gov/sites/defaulvfiles/articles/pdf/pdf: .0096-fair-credit-reporting-act. pdf.
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July 31,2023

Re:  Notice of Progress’ MOVEit Incident

To the Parent or Guardian n_

Pavcom values the privacy and confidentiality of our employees’ and their dependents’ personal information and
takes the protection of that information very seriously. As you may have seen in the news, threat actors exploited
a vulnerability in Progress Software Corporation’s (“Progress”) MOVEit software. Unfortunately, this recent data
security incident involved some of our current and former employees” and their dependents’ personal information.

What Happened? Progress announced a previously unknown zero-day vulnerability in its MOVEit software, a
file transfer platform that allowed an unauthenticated attacker to gain access to MOVEit databases.

It has been widely publicized that threat actors exploited that vulnerability in Progress’ MOVEit software, gaining
unauthorized access to sensitive data stored on servers for numerous organizations, U.S. government agencies
and others around the world that host the MOVEit software.

We recently learned the MOVEit server had been accessed by unauthorized attackers in connection with the
MOVEit incident between May 28, 2023 and June 2, 2023.

What Information Was Involved? Depending on individual circumstances, the compromised files may have
contained names, Social Security numbers, dates of birth, passport information, and employment authorization
card information.

What We Are Doing. Paycom takes the privacy of your information seriously, and we are taking steps to prevent
a similar occurrence. To help protect your minor’s identity, we are offering a complimentary 24-month
membership of Experian®’s 1dentityWorks*™. This product provides superior identity detection and resolution of
identity theft. To activate this membership and start monitoring your minor’s personal information, please follow
the steps below:

Ensure that you enroll by: November 30, 2023 (Your code will not work after this date.
Visit the Expenan Identity Works website to cnrn]l:—
Provide your activation cude:_

Provide your minor’s information when prompted

If you have questions about the product, need assistance with identity restoration for your minor or would like an
alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care team at 888-
397-0091 by November 30, 2023, Be prepared to provide engagement numher-s proof of eligibility
for the identity restoration services by Experian

Engagement l_
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ADDITIONAL DETAILS REGARDING THE 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP:

A credit card is not required for enrollment in Experian ldentity Works.

You can contact Experian immediately regarding any fraud issues, and have access to the following features
once you enroll in Experian IdentityWorks for your minor:

« Social Security Number Trace: Monitoring to determine whether enrolled minors in your household
have an Experian credit report. Alerts of all names, aliases and addresses that become associated with
your minor’s Social Security number on the Experian credit report.

« [nternet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web

» Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

» Experian IdentityWorks Extend CARE™: Receive the same high-level of Identity Restoration
support even after the Experian Identity Works membership has expired.

» Up to $1 Million Identity Theft Insurance*: Provides coverage for certain costs and unauthonzed
electronic fund transfers.

If you believe there was fraudulent use of your minor’s information and would like to discuss how you may be
able to resolve those issues, please reach out to an Experian agent at 888-397-0091. If, after discussing your
situation with an agent, it is determined that Identity Restoration support is needed, then an Experian Identity
Restoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
(including, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts;
assisting you in placing a freeze on your credit file with the three major credit bureaus; and assisting you with
contacting government agencies to help restore vour identity to its proper condition).

Please note that this Identity Restoration support is available to your minor for 24 months from the date of this
letter and does not require any action on your part at this time. The Terms and Conditions for this offer are located
at www.ExperianiDWorks com/restoration. You will also find self-help tips and information about identity
protection at this site.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by
monitoring your financial account statements and reviewing your credit reports for suspicious activity.

For More Information, We unde ' have additional questions not addressed by this letter. If you
have questions, please contact us atmml-frcc Monday through Friday from 8 a.m. to 10 p.m. Central,
or Saturday and Sunday from 10 a.m. to 7 p.m. Central (excluding major LS. holidays). Be prepared to provide
your engagement numbe

We regret any inconvenience caused by this incident
Sincerely,

Payvcom

* The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant
company. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions
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July 31,2023
Re Notice of Progress” MOVEit Incident

Dear Sarah Osgood.

Paycom values the privacy and confidentiality of our employees” and their dependents” personal information and
takes the protection of that infonmation very seriously. As you may have seen in the news, threat actors exploited
a vulnerability in Progress Software Corporation’s (“Progress™) MOVER sofiware Unfortunately, this recent data
security incident involved some of our current and former employees” and their dependents’ personal information.

What Happened? Progress announced a previously unknown zero-dav vulnerability in its MOVEIt software, a
file transfer platform that allowed an unauthenticated attacker to gain access o MOVEIt databases.

It has been widely publicized that threat actors exploited that vulnerability in Progress’ MOVEit software, gaining
unauthorized access to sensitive daia stored on servers for numcrous organizations, U.S. government agencies
and others around the world that host the MOVEit software.

We recently learned the MOVEit server had been accessed by unauthorized attackers in connection with the
MOVEit incident between May 28, 2023 and June 2. 2023,

What Information Was Involved? Depending on individual circumstances, the compromised files may have
contained names. Social Security numbers, dates of birth. passport information, and employment authorization
card information,

What We Are Doing. Paycom takes the privacy of vour information seriously. and we are taking steps to prevent
a similar occurrence. 1o protect vour identity, we are offering a complimentary 24-month membership of
Experian®’s ldentityWorks™. This product provides you with superior identity detection and resolution of
identity theft. To activate your membership and start monitoring your personal information, please follow the
steps below:

s FEnsure that vou enroll by: November 30, 2023 (Your code will not work after this date. )
¢  Visit the Experian IdentityWorks website to enroll: https://www.experiani
*  Provide your activation cude_

If vou have questions about the product, need assistance with identity restoration or would like an alternative to
enrolling in Experian IdentityWorks online, please contact Experian's customer care leam at B88-397-0091 by
November 30, 2023, Be prepared to provide engagement number -a.ﬂ proof of eligibility for the 1dentity
restoration services by Experian.

Engagement 0 B _



ADDITIONAL DETAILS REGARDING YOUR 24-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIF:

A credit card is not required for enrollment in Expenan Identity Works.

You can contact Experian immediately regarding any fraud issues. and have access to the following features once
you enroll in Experian Identity Works:

» Experian credit report at signup: See what information is associated with vour credit file. Daily credit
reports are available for online members only.!

« Credit Monitoring: Actively monitors Experian file for indicators of fraud

» Identity Restoration: |dentity Restoration agenis arc immediately available to help you address credit
and non-credit related fraud

*  Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after vour Experian Identity Works membership has expired.

« Up to S$1 Million Identity Theft Insurance: Provides coverage for certain costs and unauthorized
electronic fund transfers.-

If vou believe there was fraudulent use of vour information and would like to discuss how you may be able to
resolve thosc issues, please reach out to an Experian agent at 888-397-0091. If. after discussing vour situation
with an agent. it is determined that Identity Restoration support is needed, then an Experian ldentity Restoration
agent is available to work with you to investigate and resolve each incident of fraud that occurred (including, as
appropriate, helping you with contacting credit grantors to dispute charges and close accounts, assisting you in
placing a freeze on vour credit file with the three major credit bureaus. and assisting you with contacting
povernment agencies to help restore your identity 1o its proper condition}

What You Can Do. We encourage you to remain vigilant against incidents of identity thefi and fraud by
monitoring yvour financial account statements and reviewing vour credit reports for suspicious activity.

For More Information. We understand you may have additional questions not addressed by this letter. If you
have questions, please contact us at Rﬂﬂiol |-free Monday through Friday from 8 a.m to 10 p.m. Central,
or Saturday and Sunday from 10 am. to 7 p.m. Central {excluding major U.5. holidays). Be prepared to provide
your engagement num

We regret any inconvenience caused by this incident
Sincerely,

Paycom

' OfMine members will be eligible to call for additional reports quanierly after enrolling

! The Identity Theft Insurance is underwritien and administered by American Bankers Insurance Company of Floride. an Assurant
company Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
Junsdictians
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July 31,2023
Re:  Notice of Progress’ MOVt Incident

[o the Parent or Guardian u!‘_
our emplovees” and thewr dependents’ personal information and

Pavcom values the privacy and confidentiality o :
takes the protection of that information very seriously. As you may hav e seen in the news. threat actors exploited
sottware. Unfortunately, this recent data

a vulnerability in Progress Software Corporation’s (“Pro gress” ) MOVEiL softwal : s .
security incident invol ed some of our current and former eimployees and theii dep. ~*»nis” personal information.

What Happened? Progress announced a previously unknown 7ero-day vulnerability in its MOVE software, a
file transfer platform that allowed an unauthenticated atiacker to famn access to MOVEit databases.

[t has been widely publ:cized that threat actors exploited that vulnerabiiity in Progress” MOVEit softwarezaining
unauthorized access to sensitive data stored on servers for numerous orgAnizations, U.S. govern@ént agencies
and others around the warld that host the MOVEil software

We recently learned the MOVEIt server had been accessed by unauthorized attackers in connection with the
MOVEit incident between May 28, 2023 and Junc 2, 2023

What Information Was Involved? Depending on individual circumstances. the compromised files may have
contained names. Social Security numbers. dates of birth, passport information. and emplovment authorization
card information,

What We Are Doing. Pavcom takes the privacy of vour information seriously, and we are taking steps to prevent
a similar occurrence. To help protect your minor's identily, we are offering a vomplimenian 24-month
membership of Experian®’s Identity Works™. This product provides superior identity detection and resolution of
identity thefl. To activate this membership and start monitoring your minor's personal information. please follow
the steps below:

Ensure that you enroll by: November 30, 2023 { Your code will not work after this date.)

L ]

¢ Visit the Experian IdentityWorks website to enroll: https://www.exp rianid works.com/min
« Provide your activation code:

* Provide your minor’s information when prompted

If you have questions about the product, need assistance with identity restoration for vour minor or would like an
alternative to enrolling in Fxperian IdentityWorks online, please contact Experidn s customer care leam at I

by November 30, 2023. Be prepared to provide engagement numher-s proof of eligibility
or the 1dentity restoration services by Expenan.



ADDITIONAL DETAILS REGARDING THE. 24-MONTH EXPERIADN IDENTITYWORKS
MEMBERSHIP:

A credit card 1s not required for enroliment in Experian |dentity Works.

You can contact Experian immediately regarding any fraud issues. and have access to the following features
once vou enroll in Experian Idennty Works for your minor:

= Social Security Number Trace: Monitoring to determine whether cnrolled minors in your household
have an Fxperian credit report. Alerts of all names. aliases and addresses that become associ ated with
your minor's Social Security number on the Experian credit report

«  Internet Sur cillance: Technology searches the web. chat rooms & bulletin boards 2-, 7 to identify
trading or selling of your personal information on the Dark Web

»  Identity Restoration: Identity Restoration spec ialists are immediately available 1o help you address
credit and non-credit related fraud

» Experian ldentits Works ExtendCA RE™: Receive the same hicli-level of Identity Restoration
support even after the Fxperian Identity Works membership has expired.

s« 1'pto$1 Million Identity Theft Insurance*: Provides cGverage for certain costs and unauthorized
electronic fund transfers.

If vou believe there was fraudulent use of your minors information and would like to discuss how vou may be
ahle to resolve those issues, please reach out to an Experian agent at 882-307-0091, 1f, after discussing vour
situation with an agent, it is determined that Idefiity Restoration support is needed, then an Experian Idenuty
Ristoration agent is available to work with you to investigate and resolve each incident of fraud that occurred
(inciuding, as appropriate, helping you with contacting credit grantors to dispute charges and close accounts.
assisting  OU in placing a freeze on your credit file with the three major credit bureaus: and assisting you with
contacting government agencies to help restore your identity 1o 11s proper condition),

Please note that this Ideritity ReStoration support is available to your minor for 24 months from the date of this
letter and does not require any action on your part at this time. The Terms and Conditions for this offer are located
at www.ExperianlDWorks comvrestoration. You will also find self-help tips and information about identity
protection at this site.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by
monitoring vour financial account statements and reviewing vour credit reports for suspicious activity,

For More Information. We understand you may have additional questions not addressed by this letter. If you
have questions, please contact us at 888 [N to!-free Monday through Friday from 8 a.m. to 10 p.m. Central.
or Saturday and Sunday from 10 am to 7 pm. Central (excluding major U.S. holidays). Be prepared to provide
vour engagement number

We regret any inconvenience caused by this incident.
Sincerely.

Paycom

The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Flonda, an Assurant
company Please refer 1o the actual policies for terms. conditions. and exclusions of coverage. Coverage may not be uvailable in all
jurisdictions
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