
DATAMATE"·· 
BOOKKEEPING & TAX, INC 

Notice of Data Breach 

Gilroy, California - February 15, 2024 - Datamate Bookkeeping & Tax, Inc. ("Datamate") is writing to 

inform you of a recent data security incident that may have resulted in unauthorized access to some 

individuals' sensitive personal information. This notice is intended to provide details about the incident, 

steps we are taking in response, and resources available to help protect against the potential misuse of 

sensitive personal information. 

What Happened? 

On December 10, 2023, Datamate became aware of suspicious activities on its network. Datamate 

immediately disconnected all access to the network and promptly engaged a specialized third-party 

cybersecurity firm and IT personnel to assist with securing the environment, as well as, to conduct a 

comprehensive forensic investigation to determine the nature and scope of the incident. The forensic 

investigation concluded on January 25, 2024 and determined that some of Datamate files were accessed 

by an unauthorized actor. 

Based on these findings, Datamate began reviewing the affected files to identify the specific individuals 

and the types of information that may have been compromised. While this process remains ongoing, 

Datamate will notify affected individuals by mail as the information becomes available. 

What Information Was Involved? 

Based on the investigation, the following information related to potentially impacted individuals may 

have been subject to unauthorized access: name, Social Security Number, tax identification number, 

driver's license number or state issued identification number, student identification number, financial 

account number, bank account number, health insurance policy number, date of birth, and / or 

emails in combination with a password that would permit access. For a small number of full-

service clients, passwords required to access bank accounts were also potentially compromised. 

Please note that the information above varies for each potentially impacted individual. Affected 

individuals will be notified by mail of information that was impacted. 

What We Are Doing: 

Data privacy and security is among Datamate's highest priorities, and we are committed to doing 

everything we can to protect the privacy and security of the personal information in our care. Upon 

discovery of the Incident, Datamate moved quickly to investigate and respond to the Incident and 

assessed the security of its systems. Specifically, Datamate engaged a specialized cybersecurity firm and 

IT personnel to conduct a forensic investigation to determine the nature and scope of the incident. 

Additionally, Datamate took the following steps, including, but not limited to: migrated all customer 

data off the legacy IT systems and into a secure, cloud-based platform protected with multifactor 

authentication and encryption; moved to new work personal computers, all of which are protected by 
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