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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF ILLINOIS
EASTERN DIVISION

DELIA ARELLANO, MATTHEW
BAUMGARTNER, DARREN BRISSETT,
DANNY CARROL, BRIANNA CLAY,
TOYETTE FLOWERS, CHRISTOPHER
FREEL, JADE GAMBLE, KIMBERLY
KELLEY, DANIEL KILGO, SOFIA
MALVAR, JAMES MCNEILL, DAVID
MURRY, AMANDA QUAM, ANNETTE
RASTRELLI, NICOLE REHFUSS, BILLY
ROBINSON, DORIAN ROCHESTER,
ROBERT SANGINITO, KAYLA SMITH,
ROBERT SMITH, AUSTIN TOPCHI,
TRACY TUPPER, JAMES WILLIAMS AND
EBONI WRIGHT, on behalf of themselves
and all others similarly situated,

Plaintiffs,
V.

THE ALLSTATE CORPORATION,
ALLSTATE INSURANCE COMPANY,
ALLSTATE VEHICLE AND PROPERTY
INSURANCE COMPANY, ARITY LLC,
ARITY 875 LLC, and ARITY SERVICES
LLC

Defendants.

Plaintiffs Delia Arellano, Matthew Baumgartner, Darren Brissett, Danny Carroll, Brianna
Clay, Toyette Flowers, Christopher Freel, Jade Gable, Kimberly Kelley, Daniel Kilgo, Sofia
Malvar, James McNeill, David Murry, Amanda Quam, Annette Rastrelli, Nicole Rehfuss, Billy
Robinson, Dorian Rochester, Robert Sanginito, Kayla Smith, Robert Smith, Austin Topchi, Tracy
Tupper, James Williams, and Eboni Wright (collectively, “Plaintiffs”), on behalf of themselves and

all others similarly situated, and against Defendants The Allstate Corporation, Allstate Insurance
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Company, Allstate Vehicle and Property Insurance Company, Arity LLC, Arity 875 LLC, and Arity
Services LLC (collectively, “Defendants’), allege the following upon their own knowledge, or
where they lack personal knowledge, upon information and belief, including the investigation of

counsel.

I INTRODUCTION

1. Defendants conspired to covertly collect and sell “trillions of miles” of consumers’
driving data and personal data from mobile devices, in-car devices, and vehicles. This data
included geolocation data, accelerometer data, magnetometer data, gyroscopic data, altitude,
longitude, latitude, bearing, GPS time, speed, and accuracy. Defendants used this “driving
behavior” data to create individualized driver profiles based on driving habits and movement.

2. Defendants illegally collected this information without informing or seeking
consent from the millions of Americans, including Plaintiffs and Class Members, that their data
was continuously being extracted and sold.

3. Defendants were so effective that they created the “world’s largest driving behavior
database,” consisting of trillions of miles driven by over 45 million Americans. Defendants
profited from this illicit behavior by selling data, including driving data, to third parties, including
other insurance carriers (“Insurers”), and by supporting Defendants’ own insurance business.

4. Defendants accomplished this scheme by creating a software development kit
(“SDK”), for third party mobile applications. SDKs provide application developers with the tools
necessary to build their applications including APIs and other automated functions that operate in
the background. As such, third party developers may not have known the full scope of how

Defendants’ SDK (the “Arity SDK”) operated in the background of their applications.
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5. Defendants encouraged the adoption of their SDK by paying these app developers
millions of dollars to integrate Defendants’ software into their apps and by providing developers
bonus incentives based on the size of their dataset.

6. Defendants’ Arity SDK ensured that when a user downloaded the relevant third-
party application, the user would unwittingly download Defendants’ software. This allowed
Defendants to siphon off these trillions of miles of Plaintiffs and Class Members’ data. Defendants’
own website admits that they are able to capture data “every 15 seconds or less” from “40 [million]
active mobile connections.”!

7. Defendants profited from this ill-gotten database by selling access to other Insurers
and to inform their own underwriting. In either instance, when providing a quote to an insured or
when renewing coverage, Insurers would use Defendants’ data as a basis for denying coverage,
increasing auto-insurance premiums, or dropping the insureds from coverage.

8. Defendants’ database is not only illegal, but also likely faulty because it relies on
user phones without verification that Plaintiffs were driving. As such, much of the information
upon which Insurers are increasing premiums may not have been generated while the user was in-
fact driving. Much of this ill-gotten data may have been generated while the user was riding mass
transit or riding in a taxi. Presumably in response to this inherent inaccuracy, Defendants also
purchased vehicle data from manufacturers including Toyota, Lexus, Mazda, Chrysler, Dodge,
Fiat, Jeep, Maserati, and Ram.

9. Plaintiffs and Class Members did not consent to the collection and sale of their
personal, sensitive, and valuable data. Plaintiffs and Class Members were not even clearly or

plainly advised that this information was being collected and sold. Pursuant to their agreements

! https://arity.com/solutions/real-time-insights/
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with app developers, Defendants had varying levels of control over the privacy disclosures and
consent language that app developers presented and obtained from consumers. Defendants made
no effort to directly obtain consumer consent themselves, knowing full-well that consumers would
roundly decline to use an app if they knew it would track their every movement and ascribe it as
driving behavior that would then be sold to Insurers to increase consumers’ insurance rates.

10. Defendants never informed Plaintiffs or Class Members about their data collection
practices and Defendants never received consent to compile this data. Defendants similarly never
informed Plaintiffs or Class Members of the many ways their data would be manipulated, analyzed,
packaged, and sold.

11. As described throughout this Complaint, Defendants violated several federal and
state laws and invaded the privacy of Plaintiffs and Class Members.

12. Plaintiffs bring this action against Defendants on behalf of themselves and all those

similarly situated for damages, injunctive relief, and restitution.

II. JURISDICTION & VENUE

13. This Court has subject matter jurisdiction pursuant to the Class Action Fairness
Act of 2005, 28 U.S.C. § 1332(d), because at least one Class member is of diverse citizenship
from Capital One, there are more than 100 Class members nationwide, and the aggregate amount
in controversy exceeds $5,000,000, exclusive of interests and costs. This Court also has diversity
jurisdiction over this action pursuant to 28 U.S.C. § 1332(a). This Court also has subject matter

jurisdiction pursuant to 28 U.S.C. § 1331 and ancillary jurisdiction pursuant to 28 U.S.C. § 1367.
14.  This Court has personal jurisdiction over Defendants because Defendants
maintain their principal headquarters in this District, do business in this District, directly or

through agents, and have sufficient minimum contacts with this District such that they have
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intentionally availed themselves of the laws of the United States and Illinois.

15. Venue is proper under 28 U.S.C. § 1391(a) through (d) because Defendants’
headquarters and principal place of business are located in this District, Defendant resides in this
District, and substantial parts of the events or omissions giving rise to the claims occurred in or
emanated from this District, including, without limitation, decisions made by Defendants’

governance and management personnel.

III.  PARTIES

Plaintiffs

16. Plaintiff Delia Arellano is a citizen and resident of the State of Utah, currently
residing in Millcreek. Plaintiff Arellano used the mobile application Life 360 which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

17.  Plaintiff Matthew Baumgartner is a citizen and resident of the State of South
Carolina, currently residing in Woodruff. Plaintiff Baumgartner used the mobile applications Life
360, GasBuddy, and Fuel Rewards which incorporated Defendants’ covert SDK. On information
and belief, Plaintiff’s mobility data was tracked through Defendants’ SDK and transmitted to
Defendants’ mobility data database and used by Defendants and/or sold by Defendants without
Plaintiff’s knowledge or consent.

18. Plaintiff Darren Brissett is a citizen and resident of the State of Illinois, currently
residing in Chicago Heights. Plaintiff Brissett used the mobile application Life 360, which

incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
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tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

19. Plaintiff Amanda Quam is a citizen and resident of the State of Illinois, currently
residing in Dwight. Plaintiff Quam used the mobile applications Routely, Life 360, GasBuddy, and
Fuel Rewards, which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s
mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or
consent.

20. Plaintiff Danny Carroll is a citizen and resident of the State of Mississippi, currently
residing in Arnold. Plaintiff Carroll used the mobile applications GasBuddy and Fuel Rewards
which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data
was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and
used by Defendants and/or sold by Defendants without Plaintift’s knowledge or consent.

21. Plaintiff Brianna Clay is a citizen and resident of the State of North Carolina,
currently residing in Charlotte. Plaintiff Clay used the mobile application Life 360 which
incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

22. Plaintiff Christopher Freel is a citizen and resident of the State of Texas, currently
residing in Cypress. Plaintiff Freel used the mobile application Life 360, which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants

and/or sold by Defendants without Plaintiff’s knowledge or consent.
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23. Plaintiff Annette Rastrelli is a citizen and resident of the State of Texas, currently
residing in Dallas. Plaintiff Rastrelli used the mobile applications GasBuddy and Fuel Rewards,
which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data
was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and
used by Defendants and/or sold by Defendants without Plaintift’s knowledge or consent.

24. Plaintiff Toyette Flowers is a citizen and resident of the State of Wisconsin,
currently residing in Milwaukee. Plaintiff Flowers used the mobile application Routely which
incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

25. Plaintiff Jade Gable is a citizen and resident of the State of Arizona, currently
residing in Surprise. Plaintiff Gable used the mobile application Life 360 which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

26. Plaintiff Eboni Wright is a citizen and resident of the State of Florida, currently
residing in Thonotosassa. Plaintiff Hunter used the mobile application Life 360, which
incorporated Defendants’ covert SDK. Oninformation and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database

and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

27.  Plaintiff Kimberly Kelley is a citizen and resident of the State of Georgia, currently
residing in Dunwoody. Plaintiff Kelley used the mobile applications Life 360, GasBuddy, and Fuel

Rewards, which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s
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mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or
consent.

28. Plaintiff Billy Robinson is a citizen and resident of the State of Georgia, currently
residing in Trion. Plaintiff Robinson used the mobile application Life360 which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

29. Plaintiff Daniel Kilgo is a citizen and resident of the State of Alabama, currently
residing in Arab. Plaintiff Kilgo used the mobile applications Life 360 and Fuel Rewards, which
incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

30. Plaintiff Sofia Malvar is a citizen and resident of the State of California, currently
residing in Vallejo. Plaintiff Malvar used the mobile application Fuel Rewards which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

31. Plaintiff Austin Topchi is a citizen and resident of the State of California, currently
residing in Menifee. Plaintiff Topchi used the mobile applications Life360, GasBuddy, and Fuel
Rewards which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s

mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
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database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or
consent.

32. Plaintiff James McNeill is a citizen and resident of the State of Louisiana, currently
residing in Sulphur. Plaintiff McNeill used the mobile application Life 360, which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

33. Plaintiff David Murry is a citizen and resident of the State of Missouri, currently
residing in Foxworth. Plaintiff Murry used the mobile application Life 360, which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants
and/or sold by Defendants without Plaintiff’s knowledge or consent.

34, Plaintiff Nicole Rehfuss is a citizen and resident of the State of Kentucky, currently
residing in Augusta. Plaintiff Rehfuss used the mobile application Fuel Rewards which
incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

35. Plaintiff Dorian Rochester is a citizen and resident of the State of Pennsylvania,
currently residing in Allenwood. Plaintiff Rochester used the mobile applications Life360,
GasBuddy, and Fuel Rewards, which incorporated Defendants’ covert SDK. On information and
belief, Plaintiff’s mobility data was tracked through Defendants’ SDK and transmitted to
Defendants’ mobility data database and used by Defendants and/or sold by Defendants without

Plaintiff’s knowledge or consent.
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36. Plaintiff Robert Sanginito is a citizen and resident of the State of New Jersey,
currently residing in Hackensack. Plaintiff Sanginito used the mobile applications Life360 and
GasBuddy, which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s
mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or
consent.

37. Plaintiff Kayla Smith is a citizen and resident of the State of Indiana, currently
residing in Crown Point. Plaintiff Smith used the mobile application GasBuddy, which
incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was
tracked through Defendants’ SDK and transmitted to Defendants’ mobility data database and used
by Defendants and/or sold by Defendants without Plaintiff’s knowledge or consent.

38. Plaintiff Robert Smith is a citizen and resident of the State of Ohio, currently
residing in the City of Delaware. Plaintiff Smith used the mobile applications Fuel Rewards and
GasBuddy, which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s
mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or
consent.

39. Plaintiff Tracy Tupper is a citizen and resident of the State of New York, currently
residing in Cadyville. Plaintiff Tupper used the mobile application Routely, which incorporated
Defendants’ covert SDK. On information and belief, Plaintiff’s mobility data was tracked through
Defendants’ SDK and transmitted to Defendants’ mobility data database and used by Defendants

and/or sold by Defendants without Plaintiff’s knowledge or consent.
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40. Plaintiff James Williams is a citizen and resident of the State of Washington,
currently residing in Seattle. Plaintiff Williams used the mobile applications Life360 and
GasBuddy, which incorporated Defendants’ covert SDK. On information and belief, Plaintiff’s
mobility data was tracked through Defendants’ SDK and transmitted to Defendants’ mobility data
database and used by Defendants and/or sold by Defendants without Plaintiff’s knowledge or

consent.

Defendants

41.  Defendant The Allstate Corporation is a public corporation headquartered in
Chicago, Illinois and incorporated under the laws of Illinois. Together with its subsidiaries,
Defendant The Allstate Corporation provides insurance products, including car insurance,
throughout the United States, including in Illinois.

42.  Defendant Allstate Insurance Company is a wholly owned subsidiary of The
Allstate Corporation and is headquartered in Northbrook, Illinois, and incorporated under the laws
of Illinois. Defendant Allstate Insurance Company provides insurance products, including car
insurance, throughout the United States, including in Illinois.

43.  Defendant Allstate Vehicle and Property Insurance Company is a subsidiary of The
Allstate Corporation and is headquartered in Northbrook, Illinois, and incorporated under the laws
of Illinois. Defendant Allstate Vehicle and Property Insurance Company provides insurance
products, including car insurance, throughout the United States, including in Illinois.

44.  Defendant Arity, LLC, was founded by The Allstate Corporation in 2016 and is a
wholly owned subsidiary of The Allstate Corporation. Its headquarters is in Northbrook, Illinois,
and it is incorporated under the laws of Illinois. Defendant Arity, LLC, is a mobility data and

analytics company that, together with the other subsidiaries of The Allstate Corporation, collects

11
CLASS ACTION COMPLAINT



Case: 1:25-cv-01256 Document #: 1 Filed: 02/05/25 Page 12 of 114 PagelD #:12

and analyzes data obtained throughout the United States, including the State of Illinois, and uses
predictive analytics to build solutions to sell to third parties.

45. Defendant Arity 875, LLC, was founded by The Allstate Corporation in 2016 and
is a wholly owned subsidiary of The Allstate Corporation. Its headquarters is in Northbrook,
Illinois, and it is incorporated under the laws of Illinois. Defendant Arity 875, LLC, is a mobility
data and analytics company that, together with the other subsidiaries of The Allstate Corporation,
collects and analyzes data obtained throughout the United States, including the State of Illinois,
and uses predictive analytics to build solutions to sell to third parties.

46. Defendant Arity Services, LLC, was founded by The Allstate Corporation in 2016
and is a wholly owned subsidiary of The Allstate Corporation. Its headquarters is in Chicago,
Illinois, and it is incorporated under the laws of Illinois. Defendant Arity Services, LLC, is a
mobility data and analytics company that, together with the other subsidiaries of The Allstate
Corporation, collects and analyzes data obtained throughout the United States, including the State

of Illinois, and uses predictive analytics to build solutions to sell to third parties.

IV.  FACTS

47. Defendants have collected the data of at least forty-five million Americans to create
highly detailed driver behavior profiles of these Americans, including Plaintiffs.

48. Defendants amassed this data without consumers’ knowledge by surreptitiously
integrating software into consumer mobile applications allowing Defendants to extract this data
directly from consumers’ phones. Defendants have monetized this data by informing their own
underwriting and by building and selling access to the “world’s largest driving behavior database”

including the personal data of these forty-five million Americans. Defendants never provided
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Plaintiff and Class Members notice of their data collection and sale methods. Defendants never
received consent from consumers to collect and sell their driving behavior data.

49. On information and belief, through their affiliate Arity, Defendants developed an
SDK to be integrated into mobile phone applications in 2015. This SDK was meant to collect the
location and movement data from a person’s phone. Generally, SDKs provide application
developers with the tools necessary to build their applications including APIs and other automated
functions that operate in the background. However, the primary purpose of Defendants’ SDK was
to extract large volumes of highly granular and valuable consumer data from the sensors within

consumers’ smartphones, under the false pretext of providing necessary functionality.

A. Defendants’ Created Software to Covertly Exfiltrate Consumers’ Data

50. Once Plaintiffs and Class Members installed an applicable mobile app, Defendants’
Arity SDK harvested consumer data including, but not limited to:

a. The mobile phone’s geolocation, accelerometer, magnetometer, and gyroscopic
data;

b. “Derived events,” such as acceleration, speeding, distracted driving, crash
detection, and attributes such as start and end locations, start and end time, speed,
rate of change, and signal strength;

c. “Trip attributes,” which included information about a consumer’s movements, such
as start and end location, distance, duration, start and end time, and termination
reason code;

d. “GPS points,” such as the accuracy, position, longitude, latitude, heading, speed,

GPS time, time received, bearing, and altitude of a consumer’s mobile phone; and
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e. Metadata, such as ad ID, country code, IOS vs Android, User ID, device type, app
version, and OS version.

51. Defendants’ SDK extracts and exfiltrates extensive consumer data that is de-
anonymized as this data is collected in coordination with sensitive identifiable information such
as unique device ID. Defendants can integrate this sensitive driver information with personally
identifiable information (“PII”’) connected with a device ID to create individualized and detailed
consumer profiles.

52. Mobile Advertising IDs (“MAID”) are unique phone identifiers that are used by
advertisers to aid in personalized advertising to consumers. AdID is the MAID for all Android
devices, a 32-digit individualized string, and IDFA functions similarly for every I0S device. As
such, MAIDs act as a unique marker or signature for consumers across their mobile activities.

53. Within applications from an individual developer, Identifiers for Vendors (“IDFV”)
similarly function to track user activity within IOS applications, which allows for cross-promotion
among their various apps. These and other identifiers allow developers, marketers, and data
brokers with more accurate attribution for user actions.

54. Using these and other unique identifiers, application developers can track
consumers’ locations, habits, and characteristics. These developers can further share or sell this
information with third parties, as Defendants have done here.

55. Defendants’ SDK covertly operated in the background, so absent notification by
Defendants or the relevant mobile application, users would be reasonably ignorant of the SDK’s
existence.

56. App users would similarly be unaware that Defendants were directly collecting data

from their phones through this covert SDK and these unique personal identifiers. Defendants never
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informed or notified app users that they were collecting their sensitive data through the SDK and
the mobile applications. And they never informed or notified app users that they would sell and

otherwise use the data they collected to enrich themselves.

B. Defendants Paid Developers to Integrate the Arity SDK Into Their Apps

57. Since 2017, Defendants have promoted the use of their SDK through paying mobile
developers millions of dollars to integrate the Arity SDK into their applications. Applications that
integrated Defendants’ SDK include Routely, GasBuddy, Life360 and Fuel Rewards.

58. These applications request and receive user permission to use their location, which
enabled in-app features before integrating the Defendants’ SDK. Once Defendants” SDK was
integrated into these applications, then that same user unwittingly allowed the SDK to collect this
and other sensitive data far beyond what was needed by the applicable app to function as intended.

59. Defendants made agreements with these mobile developers granting a license to
integrate with the SDK and granting Defendants permission to collect the SDK data from
consumers. These agreements further ensured that Defendants owned the SDK data and allowed
Defendants to use this information for their own independent purposes. Plaintiffs and Class
Members, however, were not privy to these agreements, did not assent to them, did not give
permission for their data to be used other than as needed by the app in question and had no way to
know that their data was being exfiltrated to Defendants and collected and monetized by
Defendants.

60. On information and belief, Defendants’ SDK data could not reliably be connected
to a specific individual without also obtaining user information from the app that was running
Defendants’ SDK. In response, app publishers licensed the personal information collected from
their users to Defendants including first and last name, phone number, address, and zip code.
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Combining this licensed PII with the Arity SDK data allowed Defendants to more precisely
identify the consumer and create unique driver behavior profiles.

61. But even with the PII licensed from the app developers the database is inherently
and woefully inaccurate and unreliable because Defendants have no way to determine whether the
mobile device providing the tracking information is owned by the driver of a vehicle on a specific
trip, is owned by a passenger, if the owner is riding public transit, or in an Uber, on a roller coaster,

or even on a closed race track during a driving instruction course.

C. Defendants Monetized Consumer Data to the Detriment of Consumers

62. A primary function of the SDK is the transmission of precise consumer location
data to Defendants.

63. Defendants used their SDK data and Personal data to develop, advertise, and sell
different products and services to third parties, including Insurers, and for their own underwriting
business. Defendants’ products and services included:

a. Drivesight. In 2015, Defendants created Drivesight, a system designed to calculate
a driving score by analyzing data using their proprietary scoring model, which
assesses and assigns a value to an individual’s driving risk.

b. Arity Audiences. Defendants permitted companies and Insurers to “[t]arget drivers
based on risk, mileage, commuting habits” and “[m]ore effectively reach [their]
ideal audiences with the best offers to eliminate wasted spend, increase retention,
and achieve optimal customer LTV.”? As part of this product, Defendants displayed

ads to the users of apps that agreed to integrate the Arity SDK.

2 Arity, “Arity Audiences,” https://www.arity.com/solutions/arity-audiences/ (last visited Jan. 22,
2025).
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C.

64.

behavior” data

Arity 1Q. Defendants permitted companies and Insurers to access “actual driving
behavior insights on tens of millions of drivers.”?

Real Time Insights. Defendants marketed that their service provides ‘“granular
driver probe data for real-time applications.”* Defendants provide that their
“mobility data helps validate minute-by-minute speed and density information to
better understand and manage traffic.” Defendants advertise that “[b]y collecting
data from tens of millions of mobile phones, Arity has a continuous data flow
representing diverse regions and road types, car makes and model year. Our
unmatched feed of live mobile phone connections fill gaps in speed and density
other sources leave behind.”®

Routley. Defendants offer Routely to consumers, which purports to be a “free”
application that provides “helpful insights” into consumers’ driver data. By
contrast, Defendants market Routely to Insurers as a “telematics mobile app [that]
can help you identify and manage risk in your book of business.”” Defendants state
that Routely is “Telematics in a box.”®

Defendants marketed their highly sensitive and individualized data as “driving

. However, on information and belief, Defendants had no way to reliably determine

whether a consumer was actually driving a car when they were collecting this “driving behavior”

data. The consumer could have been a passenger, they could have been riding a bus, or they could

3 Arity, “Arity 1Q,” https:/arity.com/solutions/arity-iq/ (last visited Jan. 22, 2025).
4 Arity, “Arity Real Times Insights,” https://arity.com/solutions/real-time-insights/ (last visited

Jan. 22, 2025).
S1d.
6 Id.

7 Arity, “Routely,” https://arity.com/solutions/routely/ (last visited Jan. 22, 2025).

$Id.
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have taken a taxi. They could even have been in a race car driving school on a closed track.
Regardless, Defendants’ SDK data would attribute this “driving behavior” to the unwitting
consumer. This fundamental failure of data integrity did not stop Defendants from using or
capitalizing on this information.

65. Defendants subsequently used this information to determine a consumers’ allegedly
bad driving habits, and insurability, in their own underwriting and risk analysis. Defendants further
sold this information to other insurers who likely did the same, even though Defendants did not
disclose this fundamental flaw in their data.

66. Defendants attempted to account for their lack of data integrity by purchasing driver
data from car manufacturers, such as Toyota, Lexus, Mazda, Chrysler, Dodge, Fiat, Jeep, Maserati,
and Ram.

67. On information and belief, consumers were not aware and did not consent to the
sale of their data.

68. Since Defendants’ SDK records location and other data regardless of whether the
device is active or idle, and this information is transmitted to Defendants every few seconds,
Defendants are able to collect highly sensitive information about consumers. Defendants could
determine where someone lived, where they worked, where their children go to school, where they
go for medical treatment, where they worship, whether and which rallies, demonstrations or
protests they attend, and any and all information that can be determined by tracking a person’s
location and movement. Defendants collected all of this highly sensitive information along with
identifiers such as MAID, AdID, IDFA, and IDFV and integrated this with other unique PII and

demographic data.
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69. Despite the depth and scope of Defendants data collection, Defendants did not
disclose this practice to consumers and they did not seek consent for this practice from consumers.

Defendants failed to obtain informed consent.

D. Defendants’ Lack of Privacy Disclosures

70. Defendants had varying levels of control over privacy disclosures and consent
language that application developers presented to consumers.

71. Neither Defendants nor the mobile applications informed consumers that
Defendants were collecting the SDK data. Defendants and mobile applications similarly did not
inform consumers of how they would aggregate, manipulate, exfiltrate and monetize this data.

72. Defendants did not provide consumers with any sort of notice of their data and
privacy practices, nor did the mobile apps notify consumers about Defendants’ practices on
Defendants’ behalf. See Figure 1. Similarly, neither Defendants nor the mobile apps notified
consumers of the ways in which their SDK data would be used, nor did consumers agree to have

their data used for Defendants’ own products or services. See id.
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Life360 requires these permissions
to work properly

Location

k-ins, alerts, and

Bluetooth
Conr vearby nd iImprove location

mmunity

73. Even if a consumer investigated Defendants outside of their app, navigated to their

website, and read their privacy disclosures, a consumer would still not be aware of the extent of
their data that was being collected, exfiltrated and monitored and/or what Defendants did with
their sensitive data once it had been collected and in real time. Defendants’ privacy disclosures
include a series of untrue and contradictory statements that do not accurately reflect Defendants’

actual practices.
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74. Defendants state that they “do not sell personal information for monetary value.””
This statement is untrue. Defendants sold several products and services linked to a specific app
user and their “driving behavior” derived from the personal information Defendants collected.
Further, Defendants do not provide consumers with the ability to request that Defendants stop
selling their data.

75. Defendants similarly obscure how they use consumers’ sensitive information.
Defendants’ privacy statement provides that they use “personal data for analytics and profiling,”
but their description of this profiling is not an accurate reflection of their conduct.!? Defendants

describe their profiling and use of personal data as follows:

We use your personal data to assist in our development of predictive
driving models. We may profile your personal data only for the
purposes of creating a driving score (“Driving Score”), which is
used for our analytics purposes to develop and validate our
predictive driving models. To develop our predictive driving
models we gather information about your driving behaviors, such as
speed, change in speed, and other aspects of how much, where and
when you drive to predict driving risk. These driving behaviors may
be combined with other demographic or geographic information
about driving risk for certain locations, which incorporate relative
risks.

76. Defendants’ description is in stark contrast with the reality that their analytics has
substantial data integrity problems, they combine SDK data with PII to create profiles for forty-
five million Americans, and they sell this information to companies and Insurers. Regardless of
whether a consumer took the extraordinary step of tracking down Defendants’ privacy statement,
finding the subparagraph describing profiling, parsing through the convoluted description of their

profiling activities, and concluding that they did not want Defendants to use their data to create a

? Arity, “Privacy,” https:/arity.com/privacy/ (last visited Jan. 22, 2025).
10 1d.
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“Driving Score” about them, consumers still could do nothing to stop Defendants from collecting
their data and creating a Driving Score. Defendants did not describe, nor provide, a method for a
consumer to request that their data not be used to profile them.

77. Similarly, if a consumer concluded they did not want Defendants to use their data
for targeted advertising, Defendants instructed them that they could “[l]Jearn how to opt out of
targeted advertising” by visiting another link. But if a consumer followed that link, they would be
taken to a page that—instead of offering them a way to submit a request to opt out of targeted
advertising—only provided them with links to several third-party websites, such as the Apple
Support Center.

78. These third-party websites merely contained explanations regarding how a
consumer could turn off certain types of targeted advertising and did not contain a way for a

consumer to submit an actual request to Defendants specifically.

E. Defendants’ Covert Practices Cause Substantial Injury to Consumers

79. Defendants’ SDK data is used to identify individual consumers and their visits to
sensitive locations ranging from their doctor’s office to their child’s school. The collection and sale
of this data poses an unwarranted and unauthorized intrusion into the most private areas of
someone’s life and caused, or is likely to cause, substantial injury to consumers and their privacy
interests.

80. Defendants’ practice of obtaining and integrating additional consumer information
with their SDK data, all without users’ knowledge or consent, is likely to result in substantial

consumer injury.
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81. The precise geolocation data associated with each phone’s MAID, including data
surreptitiously collected and sold by Defendants can be used to track consumers’ highly sensitive

locations.

F. Plaintiffs’ Injuries

82. As described more fully above, the data that Defendants extracted, manipulated,
and monetized may be used to identify a consumers’ sensitive location and infer “driving behavior,
which may in fact having nothing to do with a consumer’s actual driving behavior. The collection
and sale of this data is an unwarranted and unauthorized intrusion into the most private areas of a
consumer’s life and has caused, or is likely to cause, substantial injury to the consumers and their
privacy interests.

83. Each Plaintiff’s cell phone contains one or more mobile applications that have
embedded Defendants’ Arity SDK.

84. On information and belief, the SDK harvested several types of data from each
Plaintiff’s phone without their knowledge or consent, and exfiltrated this data to Defendants,
including but not limited to his:

a. Mobile phone’s geolocation data, accelerometer data, magnetometer data, and
gyroscopic data;

b. “Derived events,” such as acceleration, speeding, distracted driving, crash
detection, and attributes such as start and end locations, start and end time, speed,
rate of change, and signal strength;

c. “Trip attributes,” which included information about a consumer’s movements, such
as start and end location, distance, duration, start and end time, and termination

reason code;
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d. “GPS points,” such as the accuracy, position, longitude, latitude, heading, speed,
GPS time, time received, bearing, and altitude of a consumer’s mobile phone; and

e. Metadata, such as ad ID, country code, IOS vs Android, User ID, device type, app
version, and OS version.

85. Each Plaintiff was entirely unaware that Defendants’ SDK was covertly installed
on his or her phone. Each Plaintiff was similarly unaware that this SDK was secretly collecting
her or his highly granular location, driving, and other data and exfiltrating it to Defendants.

86. None of the Plaintiff consented to Defendants’ conduct and they do not have any
relationship with the Defendants concerning the collection of private information from their
mobile devices.

87. Several Plaintiffs have had insurers drop them from coverage, Plaintiffs were
denied coverage, or they have experienced a substantial increase in insurance premiums over these
last years compared to the steady and regular increase as they would otherwise expect. These
Plaintiffs have not had any accidents, speeding tickets, or other moving violations that could
reasonably be attributed to their loss of coverage or these otherwise unreasonable rate increases.

88. Upon information and belief, Plaintiffs’ higher premiums, inflated quotes, and
dropped coverage are caused by insurers purchasing “driving behavior” and other data from
Defendants that has substantial integrity issues, that is misleading, and that was extracted from
Plaintiffs without knowledge or consent.

89. Plaintiffs’ data has tangible value. Defendants’ conduct has caused Plaintiffs and
Class Members to lose control over the data that Defendants have secretly taken from them and
sold for profits. This data is now in the possession of third parties, including insurers, that have

used it to their own financial advantage, and will continue to use it to their advantage.
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90. Plaintiffs and Class Members have a reasonable expectation of privacy in their
vehicles, in taxis, on public transit, while going about their daily lives, and at their doctors’ offices.
Plaintiffs and Class Members reasonably expect that their location, driving behavior, routes, and
schedule would not be collected, transmitted to third parties or sold without express consent or
authorization. By covertly harvesting, exfiltrating, manipulating, and selling their personal

information Defendants have invaded Plaintiffs and Class Members’ privacy rights.

V. TOLLING

91. All applicable statutes of limitations have been tolled by Defendants’ knowing and
active concealment and denial of the facts alleged herein. The causes of action alleged did not
accrue until Plaintiffs and Class Members discovered that Defendants were secretly collecting,
exfiltrating, selling, and sharing their driving and other data to third party companies and insurers.
Plaintiffs and Class Members could not have reasonably discovered Defendants’ practices as their
actions were covert.

92. Plaintiffs and Class Members had no realistic ability to discern that Defendants
were collecting, exfiltrating and selling their driver data until—at the earliest— January 13, 2025,
when it was reported in The New York Times that the Texas Attorney General sued Defendants for
their collection and sale of consumer driver data.

93. Defendants remain under a continuing duty to disclose to Plaintiffs and Class
Members their data harvesting practices, their sale of this data to third parties, and the use of this
data in informing insurance underwriting. As such, all applicable statutes of limitations have been

tolled.
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VI. CLASS ALLEGATIONS

94. Pursuant to Fed. R. Civ. P. 23(b)(2) and 23(b)(3), Plaintiffs bring this action on

behalf of a proposed Class (the “Nationwide Class”) and “State Subclasses” defined as follows:

The Nationwide Class

All persons in the United States whose data was collected by
Defendants through the Arity SDK (the “Class”).

The Alabama Subclass

All members of the Class who are residents of the State of Alabama.
The Arizona Subclass

All members of the Class who are residents of the State of Arizona.
The California Subclass

All members of the Class who are residents of the State of
California.

The Florida Subclass

All members of the Class who are residents of the State of Florida.

The Georgia Subclass

All members of the Class who are residents of the State of Georgia.
The Illinois Subclass

All members of the Class who are residents of the State of Illinois.

The Indiana Subclass

All members of the Class who are residents of the State of Indiana.
The Kentucky Subclass

All members of the Class who are residents of the State of Kentucky.
The Louisianna Subclass

All members of the Class who are residents of the State of
Louisianna.

The Montana Subclass
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All members of the Class who are residents of the State of Montana.
The Mississippi Subclass

All members of the Class who are residents of the State of
Mississippi.

The Missouri Subclass

All members of the Class who are residents of the State of Missouri.

The North Carolina Subclass

All members of the Class who are residents of the State of North
Carolina.

The New York Subclass

All members of the Class who are residents of the State of New
York.

The Ohio Subclass
All members of the Class who are residents of the State of Ohio.
The Pennsylvania Subclass

All members of the Class who are residents of the State of
Pennsylvania.

The South Carolina Subclass

All members of the Class who are residents of the State of South
Carolina.

The Texas Subclass

All members of the Class who are residents of the State of Texas.
The Utah Subclass

All members of the Class who are residents of the State of Utah.
The Washington Subclass

All members of the Class who are residents of the State of
Washington.
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The Wisconsin Subclass

All members of the Class who are residents of the State of
Wisconsin.

95. Excluded from the Class are Defendants, their agents, affiliates, parents,
subsidiaries, any entity in which Defendants have a controlling interest, any of Defendants’ officers
or directors, any successors, all persons who make a timely election to be excluded from the Class,
and any judge who adjudicates this case, including their staff and immediate family.

96.  Plaintiffs reserve the right to amend the class definition and/or subclass definitions.

97. Certification of Plaintiffs’ claims for classwide treatment is appropriate because
Plaintiffs can prove the elements of their claims on a classwide basis using the same evidence as
would be used to prove those elements in individual actions alleging the same claims

98. Numerosity—Federal Rule of Civil Procedure 23(a)(1). The members of the
Class are so numerous that individual joinder of all Class members is impracticable. There are, at
a minimum, millions of members of the proposed Class and, at minimum, thousands of members
of each State Subclass.

99. Commonality and Predominance—Federal Rule of Civil Procedure 23(a)(2)
and 23(b)(3). This action involves common questions of law and fact, which predominate over
any questions affecting individual Class Members, including, without limitation:

a. Whether Defendants collected Plaintiffs’ and Class Members’ driving and other
data;

b. Whether Plaintiffs and Class Members were made aware or consented to the
collection of this data;

c. Whether Plaintiffs and Class Members were made aware or consented to their data

being shared with third parties;
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d. Whether Defendants were unjustly enriched to the detriment of Plaintiffs and Class
Members;

e. Whether Defendants’ conduct constitutes violations of the Federal Wiretap Act
and/or Stored Communications Act;

f.  Whether Defendants’ conduct constitutes violations of state consumer protection
and privacy statutes;

g. Whether and to what extent Plaintiffs and Class Members have been damaged by
Defendants’ conduct and the amount of such damages; and

h. Whether Plaintiffs and Class Members are entitled to restitution, disgorgement, or
other equitable or injunctive relief.

100. These common questions of law and fact predominate over questions that affect
only individual Class Members.

101. Typicality—Federal Rule of Civil Procedure 23(a)(3): Plaintiffs’ claims are
typical of Class Members’ claims because they are based on the same underlying facts, events, and
circumstances relating to Defendants’ conduct.

102. Adequacy—Federal Rule of Civil Procedure 23(a)(4): Plaintiffs will fairly and
adequately represent and protect the interests of the Class, have no interests incompatible with the
interests of the Class, and have retained counsel competent and experienced in class action
litigation.

103.  Superiority—Federal Rule of Civil Procedure 23(b)(3): Class treatment is
superior to other options for resolution of the controversy because the relief sought for each Class
Member is small, such that, absent representative litigation, it would be infeasible for Class

Members to redress the wrongs done to them.
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104. Defendants have acted on grounds applicable to the Class, thereby making

appropriate final injunctive and declaratory relief concerning the Class as a whole.

VII. CAUSES OF ACTION

COUNT ONE
VIOLATIONS OF COMMON LAW RIGHT TO PRIVACY

(On behalf of each Plaintiff for the state they reside in
and the members of the respective State Subclass)

105.  Plaintiffs incorporate by reference paragraphs 1-104 as if fully set forth herein.

106. Common law prohibits Defendants from intentional intrusion into the personal
matters of Plaintiffs and Class Members, including their PII, driver behavior information, and
location.

107.  Plaintiffs and Class Members hold, and at all relevant times held, a legally protected
privacy interest in their PII and other personal data and are entitled to the protection of private
property, matters, and information therein from intentional intrusions and unauthorized access.

108.  As Plaintiffs and Class Members used and carried their phones, visiting family and
going about their days, they have unknowingly created troves of highly sensitive data mapping of
their respective personal lives which is then collected, captured, transmitted, accessed, compiled,
stored, analyzed, and sold—all without their knowledge or informed consent.

109. The private Information of Plaintiffs and Class Members consists of PII and other
personal data that were never intended to be shared to third parties.

110. Plaintiffs and Class Members had a legitimate and reasonable expectation of
privacy regarding their PII and other personal data and were accordingly entitled to the protection

of this information against disclosure to unauthorized third parties.
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111. Defendants intentionally invaded Plaintiffs’ and Class members’ privacy interests
by deliberately designing devices and programs that surreptitiously obtain, improperly gain
knowledge of, review, retain, package, and sell their PII and other data.

112. Defendants’ unauthorized acquisition and collection of Plaintiffs’ and Class
Members’ PII and other personal data, is highly offensive to a reasonable person. The continued
nonconsensual surveillance of an individual in their private capacity, as Defendants have done and
continue to do, represents a fundamental violation of personal privacy, freedom, and autonomy. It
is not simply an intentional intrusion but a profound and egregious infringement upon the most
personal and sacred aspects of one’s life. Plaintiffs have unknowingly been subjected to constant
observation while they go about their days, which destabilizes the very essence of personal liberty.

113. Defendants’ conduct exploited Plaintiffs’ phone in order to record and transmit
Plaintiffs’ highly sensitive and personally identifiable data and behavior.

114. Defendants’ willful and intentional use of Plaintiffs’ and Class Members’ PII and
other personal data constitutes an intentional interference with Plaintiffs’ and the Class Members’
interest in solitude or seclusion, either as to their person or as to their private affairs or concerns
of a kind that would be highly offensive to a reasonable person.

115. Defendants intentionally and willfully acquired Plaintiffs’ data, Defendants had
notice and knew that its practices would cause injury to Plaintiffs and Class Members.

116. Defendants’ conduct constitutes and, at all relevant times, constituted serious and
highly offensive invasions of privacy, as Defendants either did not disclose at all, or failed to make
an effective disclosure, that they would record, collect, capture, sell, take and make use of—and
allow third-party companies to take and make use of Plaintiffs’ and Class Members’ PII and other

personal data.
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117. Defendants profited from Plaintiffs’ and Class members’ data without
compensating them, and often inaccurately reporting on Plaintiffs’ and Class members’ driving
abilities and history to third parties. Plaintiffs and Class members did not receive any compensation
in return for the improper use of their personal data. Defendants deprived Plaintiffs and Class
members of the right to control how their personal information is collected, used, or disseminated
and by whom.

118. Plaintiffs, on behalf of themselves and Class members, seek compensatory damages
for Defendants’ invasion of privacy, which includes the value of the privacy interest invaded by
Defendants, loss of time, money, and opportunity costs, plus prejudgment interest, and costs.

119. Defendants’ wrongful conduct will continue to cause great and irreparable injury to
Plaintiffs and the Class since their Private Information is still maintained by Defendants.

120. Plaintiffs and Class Members have no adequate remedy at law for the injuries
relating to Defendants’ continued possession of their PII and other personal data. A judgment for
monetary damages will not undo Defendants’ disclosure of the information to third parties, who
on information and belief, continue to possess and utilize that information.

121.  Plaintiffs, on behalf of themselves and Class Members, further seek injunctive relief
to enjoin Defendants from further intruding into the privacy and confidentiality of Plaintiffs’ and
Class members’ PII and other data and to adhere to its common law, contractual, statutory, and

regulatory duties.

COUNT TWO
VIOLATION OF THE FEDERAL WIRETAP ACT,
18 U.S.C. §§ 2510, ef seq.
(On behalf of Plaintiffs and the Nationwide Class)

122.  Plaintiffs incorporate by reference paragraphs 1-104 as if fully set forth herein.
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123.  The Federal Wiretap Act (“FWA”), as amended by the Electronic Communications
Privacy Act of 1986 (“ECPA”), prohibits the intentional interception, use, or disclosure of any
wire, oral, or electronic communication.

124. In relevant part, the FWA prohibits any person from intentionally intercepting,
endeavoring to intercept, or procuring “any other person to intercept or endeavor to intercept, any
wire, oral, or electronic communication.” 18 U.S.C. § 2511(1)(a). The FWA also makes it unlawful
for any person to intentionally disclose, or endeavor to disclose, to any other person or to
intentionally use, or endeavor to use, the “contents of any wire, oral, or electronic communication,
knowing or having reason to know that” the communication was obtained in violation of the FWA.
18 U.S.C. § 2511(1)(c) & (d).

125. The FWA provides a private right of action to any person whose wire, oral, or
electronic communication is intercepted, used, or disclosed. 18 U.S.C. § 2520(a). The FWA defines
“intercept” as “the aural or other acquisition of the contents of any wire, electronic, or oral
communication through the use of any electronic, mechanical, or other device.” 18 U.S.C. §
2510(4).

126. The FWA defines “electronic communication” as “any transfer of signs, signals, . .
. data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic,
photoelectronic or photo optical system that affects interstate or foreign commerce.” 18 U.S.C. §
2510(12).

127. The FWA defines “electronic, mechanical, or other device” as “any device or
apparatus which can be used to intercept a wire, oral, or electronic communication.” 18 U.S.C.

§ 2510(5).
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128. The FWA defines “contents,” with respect to any covered communication, to
include “any information concerning the substance, purport, or meaning of that communication|.]”
18 U.S.C. § 2510(8).

129. The FWA defines “person” to include “any individual, partnership, association,
joint stock company, trust, or corporation[.]” 18 U.S.C. § 2510(6).

130. Defendants, corporations, are each a person as defined by 18 U.S.C. § 2510(6).

131.  As alleged herein, the Defendants have intercepted, in real time and as they were
transmitted, the contents of electronic communications.

132. The data and transmissions within, to, and from Plaintiff’s and Class Members’
phones constitute “electronic communications,” as defined by 18 U.S.C. § 2510(12), as they are
transfers of signals, data, and intelligence transmitted by electromagnetic, photoelectronic or photo
optical systems that affect interstate commerce.

133. Defendants intercepted these transmissions via the SDK.

134.  As detailed herein, the electronic communications are tied to individuals and are
not anonymized because, on information and belief, Defendants’ SDK collects app users’ mobile
device identifiers and other information that app developers provide to Defendants.

135. Plaintiffs and Class Members have a reasonable expectation of privacy within their
phones. Further, there is a reasonable expectation that the activities a person conducts with their
phones, i.e., app usage and data related thereto, are private.

136. Common understanding of how smartphones work creates a reasonable expectation
that Defendants would not intercept and divert the electronic communications described above.

137.  In further violation of the FWA, Defendants have intentionally used or endeavored

to use the contents of the communications described above knowing or having reason to know that
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the information was obtained through interception in violation of 18 U.S.C. §2511(1)(a). 18 U.S.C.
§2511(1)(d).

138.  Specifically, Defendants have used the contents of the communications described
above to: (1) sell the information collected to third parties; and (2) increase driving insurance
premiums for members of the Class for their own financial and commercial benefit, obtaining
substantial profit.

139.  As aresult, Plaintiffs and Class Members have suffered harm and injury due to the
interception, disclosure, and/or use of communications containing their private and Personal
Information.

140. Pursuant to 18 U.S.C. § 2520, Plaintiffs and Class Members have been damaged by
the interception, disclosure, and/or use of their communications in violation of the Wiretap Act
and are entitled to: (1) appropriate equitable or declaratory relief; (2) damages, in an amount to be
determined at trial, assessed as the greater of (a) the sum of the actual damages suffered by Plaintiff
and the Class and any profits made by Defendants as a result of the violation or (b) statutory
damages for each Class Member of whichever is the greater of $100 per day per violation or
$10,000; and (3) reasonable attorneys’ fees and other litigation costs reasonably incurred.

141. Plaintiffs and Class Members seek compensatory, injunctive, and equitable relief in
an amount to be determined at trial, including an award of reasonable attorneys’ fees and costs and

punitive or exemplary damages for Defendants’ willful violations.

COUNT THREE
VIOLATION OF THE STORED COMMUNICATIONS ACT
18 U.S.C. §§ 2701, ef seq.
(On behalf of Plaintiffs and the Nationwide Class)

142.  Plaintiffs incorporate by reference paragraphs 1-104 as if fully set forth herein.

35
CLASS ACTION COMPLAINT



Case: 1:25-cv-01256 Document #: 1 Filed: 02/05/25 Page 36 of 114 PagelD #:36

143.  The Federal Stored Communications Act (“SCA”), enacted in 1986 as part of the
Electronic Communications Privacy Act (“ECPA”), creates a civil remedy for those whose stored
electronic communications have been obtained by one who “intentionally accesses without
authorization” or “intentionally exceeds an authorization to access” a facility through which an
electronic communication service (“ECS”) is provided. 18 U.S.C. §§ 2701, 2707.

144. The Act reflects Congress’s judgment that users have a legitimate interest in the
confidentiality and privacy of communications in electronic storage.

145.  “Electronic communication” is defined as “any transfer of signs, signals, . . . data,
or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic,
photoelectronic or photo optical system that affects interstate or foreign commerce.” 18 U.S.C. §
2510(12).

146. “Electronic communication service” means “any service which provides to users
thereof the ability to send or receive wire or electronic communications.” 18 U.S.C. § 2510(15)
(incorporated by reference in 18 U.S.C. § 2711(1)).

147.  “Electronic storage” is defined as “(A) any temporary, intermediate storage of a
wire or electronic communication incidental to the electronic transmission thereof; and (B) any
storage of such communication by an electronic communication service for purposes of backup
protection of such communication ....” 18 U.S.C. §§ 2510(17) (incorporated by reference in 18
U.S.C. § 2711(1)).

148.  Plaintiffs and Defendants, as corporations or legal entities, are “persons” within the
meaning of 18 U.S.C. § 2510(6), and for purposes of 18 U.S.C. § 2707.

149. The data and transmissions within, to, and from Plaintiffs and Class Members’

phones constitute “electronic communications,” as defined by 18 U.S.C. § 2510(12).
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150. Plaintiffs and Class Members’ data was intercepted by Defendants’ SDK, and stored
on their own servers, unbeknownst to Plaintiffs and Class Members.

151.  The electronic communications Defendants intercepted are tied to individuals and
are not anonymized.

152. There is a reasonable expectation of privacy within a person’s electronic
communications, and Plaintiffs and Class Members reasonably expected privacy while using their
phones.

153. Plaintiffs and Class Members did not authorize Defendants to access their phones
or the communications stored within them.

154. Defendants intentionally accessed these communications without authorization.

155. Defendants intentionally exceeded their authority to access these communications
without authorization.

156. Defendants violated the SCA, 18 U.S.C. § 2701 by accessing Plaintiffs’ and Class
Member’s phones and private data without authorization and by obtaining access to the electronic
communications stored on their devices.

157. Defendants’ conduct was willful and intentional, and it invaded Plaintiffs and Class
Members’ expectations of privacy.

158. Defendants have profited from their violation of the SCA, by, among other things,
using improperly accessed communications and highly sensitive Arity SDK Data for Defendants’
commercial gain and benefit.

159. The communications unlawfully accessed by Defendants have significant value,
evidenced by the expenditures made by Defendants in order to deploy the Arity SDK’s across

applications and to collect information directly from vehicles.
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160. Because of Defendants conduct, Plaintiffs and Class Members have forever lost the
value of their data, their privacy interest in the data, and their control over its use.

161. Because Plaintiffs and Class Members have been aggrieved by Defendants’
intentional acts in violation of the SCA, they are entitled to bring this civil action to recover relief
and damages. 18 U.S.C. § 2707.

162. As aresult of Defendants’ conduct, Plaintiffs and Class Members are entitled to all
damages set forth in 18 U.S.C. § 2707 including declaratory and equitable relief, compensatory
damages measured by actual damages and Defendants’ profits, reasonable attorneys’ fees and

costs, all available statutory relief, and punitive damages as determined by the Court.

COUNT FOUR
VIOLATION OF THE COMPUTER FRAUD AND ABUSE ACT
18 U.S.C. § 1030, et seq.
(On behalf of Plaintiffs and the Nationwide Class)

163. Plaintiffs incorporate by reference paragraphs 1-104 as if fully set forth herein.

164. The Computer Fraud and Abuse Act (“CFAA”), enacted in 1986 as part of the
ECPA, prohibits the intentional accessing, without authorization or in excess of authorization, of
a computer under certain circumstances. 18 U.S.C. § 1030(a).

165. The Act reflects Congress’s judgment that users have a legitimate interest in the
confidentiality and privacy of information within their computers.

166. The CFAA specifically provides that it is unlawful to “intentionally access a
computer without authorization or exceed[] authorized access, and thereby obtain([]...information
from any protected computer.” 18 U.S.C. § 1030(a)(2)(c).

167. The CFAA also specifically provides that it is unlawful to “knowingly and with

intent to defraud, access[] a protected computer without authorization or exceed[ing] authorized
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access” and thereby “further|] the intended fraud and obtain[] anything of value....” 18 U.S.C. §
1030(a)(4).

168. Plaintiffs and Defendants, as corporations or legal entities, are “persons” within the
meaning of the CFAA. 18 U.S.C. § 1030(e)(12).

169. A “computer” is defined as “an electronic, magnetic, optical, electrochemical, or
other high speed data processing device performing logical, arithmetic, or storage functions, and
includes any data storage facility or communications facility directly related to or operating in
conjunction with such device.” 18 U.S.C. § 1030(e)(10).

170. “Exceeds authorized access” is defined as “to access a computer with authorization
and to use such access to obtain or alter information in the computer that the accesser is not entitled
so to obtain.” 18 U.S.C. § 1030(e)(6).

171. A “protected computer” is defined as “a computer . . . which is used in or affecting
interstate or foreign commerce or communication..., [or that] has moved in or otherwise affects
interstate or foreign commerce.” 18 U.S.C. § 1030(e)(2)(B).

172.  Plaintiffs’ and Class Members’ phones constitute a “computer” within the meaning
of the CFAA. 18 U.S.C. § 1030(e)(1).

173.  The phones of Plaintiffs and Class Members are used in and affect interstate and
foreign commerce and constitute “protected computers” within the meaning of the CFAA. 18
U.S.C. § 1030(e)(2)(B).

174. Defendants intentionally accessed the protected computers in Plaintiffs and Class
Members’ possession via the Arity SDK and other software without Plaintiffs’ or Class Members’
authorization, or in a manner that exceeded Plaintiffs’ and Class Members’ authorization, and

obtained information therefrom in violation of the CFAA. 18 U.S.C. § 1030(a)(2)(C).
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175. As alleged herein, Defendants’ conduct constituted a knowing intent to defraud
Plaintiffs and Class Members of their valuable personal data and profit thereby. 18 U.S.C.
§1030(a)(4).

176. Defendants’ use of MAIDs, IDFAs, IDFVs and its SDK constitutes access to
Plaintiffs’ and Class Members’ smartphones.

177.  The value of the information Defendants obtained from the protected computers in
Plaintiffs’ and Class Members’ possession exceeded $5,000 in a one-year period, as evidenced by
Defendants’ significant profits from the disclosures of this information. 18 U.S.C. § 1030(a)(4).

178.  Plaintiffs and Class Members have suffered harm and injury due to Defendants’
unauthorized access to their smartphones.

179. A civil action for violation of the CFAA is proper if the conduct involves “loss to 1
or more persons during any l-year period ... aggregating at least $5,000 in value.” Because the
loss to Plaintiffs and Class Members during any one-year period within the relevant timeframe,
including the loss of their privacy interest in and control over their personal data, exceeded $5,000
in the aggregate, Plaintiffs and the Class are entitled to bring this civil action and are entitled to
economic damages, compensatory damages, injunctive, equitable, and all available statutory relief,

as well as their reasonable attorney’s fees and costs and other relief as permitted by the CFAA. 18

U.S.C. § 1030(g)

COUNT FIVE
ALABAMA DECEPTIVE TRADE PRACTICES ACT
Ala. Code §§ 8-19-1, ef seq.
(On behalf of The Alabama Subclass)

180. The Alabama Plaintiff identified above (“Plaintiff,” for purposes of this Count),
individually and on behalf of the Alabama Subclass, repeats and realleges Paragraphs 1-104, as if

fully alleged herein.
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181. Plaintiff and the Alabama Subclass Members are each a “consumer” as defined in
Ala. Code § 8-19-3.

182. Defendants are each a “person” as defined by Ala. Code § 8-19-3.

183.  Plaintiff sent pre-suit notice pursuant to Ala. Code 7 8-19-10(e).

184. Defendants are each engaged in “trade or commerce” affecting the people of
Alabama by advertising, offering for sale, selling, or distributing goods and services in the State
of Alabama. See Ala. Code § 8-19-3.

185. Defendants engaged in unfair, unconscionable, unlawful, and/or deceptive acts and
practices in conducting trade and commerce in violation of Ala. Code § 8-19-3.

186. Defendants engaged in unfair, unconscionable, unlawful, and/or deceptive acts and
practices in conducting trade and commerce in violation of Ala. Code § 8-19-5, including:

a. Intercepting, collecting, using, and selling Plaintiff’s and Alabama
Subclass Members’ data, including driving data, without obtaining their consent;

b. Omitting, suppressing, and concealing the material fact that
Defendants were intercepting, collecting, using, and selling Plaintiff’s and Alabama
Subclass Members’ data, including driving data, to third parties for Defendants’
own financial and commercial benefit;

C. Omitting, suppressing, and concealing the material fact that other
third parties collected, manipulated, used, and sold Plaintiff’s and Alabama
Subclass Members’ data for their own financial and commercial benefit;

d. Omitting, suppressing, and concealing material facts regarding the
functionality of Defendants’ SDK and the associated mobile applications with

respect to the privacy of consumers;
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e. Misrepresenting the purpose of the SDK and that it would protect
the privacy of Plaintiff’s and the Alabama Subclass Members’ data, including that
it would not intercept, collect, use or sell such data; and

f. Failing to comply with common law and/or statutory duties
pertaining to the privacy of Plaintiff’s and Alabama Subclass Members’ data,
including driving data.

187. These statements, misrepresentations, omissions, and concealments constitute
violations of Ala. Code § 8-19-5 (5), (7), (9) and (27).

188. Defendants acted intentionally, knowingly, and maliciously to violate the Act, and
recklessly disregarded Plaintiff’s and Alabama Subclass Members’ rights, because Defendants
intentionally intercepted, collected, used, and sold Plaintiff’s and Subclass Members’ data without
obtaining their consent.

189. The fact that Defendants intercepted, collected, used, and sold Plaintiff’s and
Alabama Subclass Members’datawas material to Plaintiff and Alabama Subclass Members. This
is a fact that reasonable consumers wo